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Abstract — In recent years, the use of chaotic maps in encryption has become an attractive research area,
due to the advantages of chaotic maps that make it suitable for use in cryptography. In this paper we
present a new image encryption algorithm based on dividing the image into four equal elements, where
the direction and the key of encryption of each element is different from other ones. Firstly, Arnold s Cat
Map is used to permute the positions of the image pixels. Secondly, the permutated image is divided into
four equal elements; thirdly, the content of each image element is diffused by performing the XOR bit
operation among two image elements sequentially. Finally, the first element of the produced image is
diffused by using the Henon Map. Each element is diffused by performing the XOR bit operation with the
element that came before it. The decryption operation uses the secret key and the first element permutated
to decrypt the encryption image to obtain the original image. The algorithm is validated using security
analysis, and the experimental results demonstrate that the algorithm is simple and effective.
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I. INTRODUCTION such as Rivest-Shamir-Adleman (RSA), advanced

Nowadays, Technology plays a crucial role in encryption standard (AES) and d_ata e_ngryption
everyday life, especially the internet. The internet Standard (DES) have become insufficient to
is now widely used by most people for a wide ©ncrypt a digital image[2] ,due to its special
range of services, including sharing information, 1t features such as huge data flow and
has been applied in several areas as an essential !nterdependence between the pixels of the digital
infrastructure for businesses and institutions in a Mmage [1][3] [4]. Therefore many researchers have

wide range of sectors, such as healthcare, energy Proposed  several digital ~ image encryption
and transport. algorithms to prevent unauthorized access. Among

The transmission of digital information requires the most widely used and known methods of
great secrecy especially for digital images, encryption are the methods adopted on chaos due
necessary  protection for the transmitted Sensitivity to initial conditions and control
information. This has led to the encryption of Parameters, non-linear dynamic system and

digital images in order to ensure more secure Unpredictable manners[5]. _
transmission via the internet. Many researchers have been suggested different

Encryption means changing information or data Image encryption algorithms based on Chaos[1-
from its original formula to another type of 11l .Zang et al. [6] proposed a multiple-image

information completely different from the first one  encryption algorithm based on mixed image
[1]. The use of traditional encryption algorithms ~€lément and permutation .Rim Zahmoul et al. [7]
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proposed image encryption based on new Beta
chaotic maps. Asia Mahdi et al. [8] proposed a
Color Image Encryption and Decryption using
Pixel Shuffling with the Henon Chaotic System.
Yannick Abanda et al. [9]proposed a Image
encryption by chaos mixing.

This work proposes a new algorithm to the
encryption of image intended to be transferred on
an insecure channel. The algorithm is simple and
very easy to implement for image encryption and
decryption.

This paper is organized as follows; the first
section is a historical introduction, the second
section presents the chaotic maps. In the third
section we will present with details the new
proposed image algorithm. In the fourth section we
present the experimental results and finally the
conclusion is given in section 5.

1. CHAOTIC MAPS

A. Arnold Cat Map System
Arnold’s Cat Map transformation is used to

permute the pixels of image; this map is defined
by[10].

(;i) - (ql p*q+p1) (;) mod N.

where p and g are control parameters, N is
the number of pixels in one row of the image, In<m,
x and y are the original location of the image pixel
and, x’ and y’ are new location of the image pixel.
A permitted image can be obtained by iterating
M*N times, where M*N is the size of the image
IN*M.

B. Henon Chaotic System

Henon Chaotic System is used to generate
Pseudo-random sequence, by iterating r*c times,

where (r = %,c = g) and M*N is the size of the
original image IN*M., M*N is the size of the
image IN*M.
This map is given by the following equation
[11].
{xn+1 =1- axzn + ¥n
Yns1 = bxy

(2)

Where a and b are the control parameters which
are regarded as secrete keys, XoYo are the initial
values.

[11. THE PROPOSED ENCRYPTION ALGORITHM

A. Generating Key by Chaos

To encrypt the original images, we generate a
Chaotic matrix a chaotic Ky can be generated by
the Henon Chaotic system.

This is obtained by using Equation (2) .

Step 1: Choosing the initial values of the Henon
Chaotic system, and the number of the iteration is r
* ¢, a chaotic sequence X={ X1, X2, ... X} .

Step 2: Generating a chaotic integer sequence by
using Equation (3).

Yi=floor [(xi*10*) mod 256]. (3).
Where xi€ X and i =1,2,...,

Step 3: Convert the consequence of the integer
values Y to matrix Kp.

r*c.

A. Algorithm of image encryption

Fig. 1 and Fig. 2 illustrate the block diagram of
the proposed algorithm. The encryption direction
of each element of the image as follows:

Step 1: Generating the permutation.

Arnold’s Cat Map is used to permute the pixels’
location by using Equation (1) ,the iteration
number is m*n.

Step 2: Divide the permuted image into four equal

e|ementS I]r*c , Izr*c , |3r*c, |4r*c.

Step 3 : Encrypting each element with the element
which is adjoined to it with ¢ operation to obtain
Clpher |mage EIQments I’lr*c , I’Zr*c , I’sr*c , I’Ar*c

The ciphering direction of each element is
Different from the other element as shown in Fig.
1.

To encrypt the content of image elements, we
calculate:

I’lr*c = Ilr*c (&) |2r*c .
52 2 4

Poc =19 @ e
I’3r*c = ISr*c (&) Ilr*c .

I’4r*c = |4r*c (&) |3r*c .
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Step 4: Encryption of the content of each element
of the image resulting from the previous step with
@ operation to obtain cipher image elements J'r ,
P, Prc , Jc . The ciphering direction of each
element is defined from the other part as shown in
Fig. 1 as:

Jlr*c = I’lr*c ® Kre .
J4r*c = |’4r*c @ Jlr*c .
J3r*c = I’Br*c (&) J4r*c .
\]Zr*c = I’Zr*c (&) Jgr*c .

Where g is the XOR bit operation between two
element of the image, and J'»c | e | Prec |
J4+c .are the encrypted image elements.

Step 5: Combining encrypted image elements.

image element 1 image element 2
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II. EXPERIMENTAL RESULTS

There are many kinds of attacks, such as
statistical attacks and differential attacks[12].

In this section we discuss the performance of the
proposed algorithm through the obtained results;
we will use some types of tests to measure the
performance of the proposed algorithm. These are:

The number of pixel change rate (NPCR), the
unified average changing intensity (UACI), the
correlation analysis, and the PSNR (Peak Signal to
Noise Ratio) and MSE (mean square error) tests
and information entropy evaluation.

A. Histogram analysis

The number of pixels corresponding to each
color intensity and the distribution of the pixels in
an image are represented by a histogram [13].

From the histograms of Fig. 4, used for the
analysis, this figure shows clearly move of the
encrypted image towards a uniform distribution.
Thus, the difference from the original image is very
significant.

Therefore the histogram of the encrypted image
does not contain statistical information for use in
statistical attacks.

B. Correlation coefficient

The similarity degree between two variables is
indicated by correlation methods[14]. This
coefficient is particularly useful for computing the
cryptosystem’s quality, Correlation coefficient is
given by [15][16], [17].

cov(x,y)
Corr = GO

3)

Where X and Yare the sets composed of N
pixel gray values, xi € X and y; € Y, are two
adjacent pixels,

EX) =53 %, DX) =2, [x — EQOP
and

1 N
cov(X,Y) = Nzi=1[xi —EX)]ly; — E(Y)].

Table 1 shows that the obtained correlation
coefficients of the encrypted image are quite close
to the value of 0, while correlation coefficients of
the original image are quite close to the value of 1,
thus, the encrypted image the highly independent
of the original image. Therefore, the proposed
algorithm secures the images against statistical
attacks.
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Table 1: Correlation coefficients of adjacent pixels.

image | Direction | original Encrypted (Ref.[4])
image image

Elaine | Horizontal | 0.985 -0.0015 0.0003
Vertical 0.983 -0.0011 —0.0010
Diagonal | 0.974 -0.0015 0.0043

Boat Horizontal | 0.9381 -0.0016 0.0003
Vertical 0.9713 -0.0029 0.0020
Diagonal | 0.9221 -0.0016 0.0043

Baboon | Horizontal | 0.8665 -0.0032 —0.0033
Vertical 0.7586 -0.0018 0.0021
Diagona | 0.7261 -0.0019 0.0057
I

C. Information Entropy

The entropy of image determines how the pixel
values are distributed. If the image pixel values are
completely random, the value of entropy is 8,
which is the ideal value [9] [18].

The information entropy is given by the
following formula:

E(m) = — Y755
(4)

Where Pr(mi) denotes the probability of symbol
mi .The expression of entropy is in bits.

Pr (mi) log, Pr(mi).

Table 2 shows that the obtained Information
Entropy of encrypted image are quite close to the
theoretical value is 8, Therefore , the proposed
encryption method is secure upon the entropy

attack.

Table 2: Information Entropy Analysis of various Images

Image Original | Encrypted | (Ref.[4]) | (Ref.[5])
Boat 7.1914 7.9993 7.9992 7.9993
Man 7.1925 7.9992 - 7.9998
Elaine 7.504 7.9992 7.9992 7.9992
Baboon | 7.357 7.9994 7.9993 -

Lena 7.2894 7.9992 - 7.9991
Couple | 7.0543 7.9992 7.9994 7.9993
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Fig.2. Block diagram of proposed Image encryption scheme

114



750 50 100 150 200 £ 100 750 20C 260

0 30 100 150 200

Fig. 3.Respectively : original images of ‘Elaine’, ‘lena’, ‘Boat’, ‘Man’ and their histograms.
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Fig. 4.Respectively( from left to right ): encrypted images of ‘Elaine’, ‘lena’, ‘Boat’, ‘Man’ and their histograms.
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D. NPCR and UACI tests

The Number of Pixel Change Rate (NPCR) and
Unified Average Changing Intensity (UACI) are
two percentages used to determine the effect of
changing the value of one pixel from the original
image to the encryption image [19] .

The NPCR of these two images is defined by:

NPCR(M C) = —%; ; D(i, ) * 100%.
(5)

Where D(i, j) = 0, if Ca(i, j) = Ca(i, j) and

D(, ) =1, if C.i(i,j) # C2(i, ), Ca(i, j) and Cxfi,
j) , whose corresponding original image have only
one pixel difference [12].

The differences in average intensity between the
encrypted image and the original image is
measured using UACI (Unified Average Changing
Intensity) which can be computed with the
following formula [12][20]:

1 D@ j)
UACI = mzl] 255 * 100%.
(6)
Table 3 and 4 give the test results of NPCR(%)
and UACI(%).

The results proved the effectiveness of the
algorithm against differential attacks, because the
resulting values are  within the values found

in[21]
Table 3: NPCR of Various Images
image Our (Ref. [4]) (Ref. [5])
Algorithm
Boat 99.60% 99.60% 99.62%
Elaine 99.59% 99.61% 99.62%
Lena 99.60% % 99.62%
Table 4: UACI of Various Images
image Our (Ref. [4]) (Ref. [5])
Algorithm
Boat 28.98% 33.49% 33.51%
Elaine 28.50% 33.44% 33.47%
Lena 28.61% % 33.48%

E. Key space analysis

A good encryption system, the key space size
must be sufficient large to grant the success of
brute- force attacks, the key space for the algorithm
is the total number of keys is used in the encryption
process. This proposed algorithm has following
secret keys: the initial values Xo,yo and control
parameters a ,b of the Henon Chaotic System,
control parameters p, q of the Arnold’s Cat Map.
For a sufficient security to make the brute-force
attack infeasible ,the key space size should be k >
21001221[23].

Supposing that the keys precision is 1071, so
the final key space is 1015*¢ = 10°°. Therefore,
this final key space size is large enough to resist
the brute-force attack.

F. Peak signal to noise ratio analysis

The Peak Signal to Noise Ratio (PSNR) is one of
the most important measurements are used to
evaluate an encryption quality[24]. It is used to
calculate the difference between the pixels of the
original image and the encrypted image depending
on the Mean Square Error (MSE) [14],

PSNR is defined as decibel scale; MSE and
PSNR are denoted by:

MSE = =5, ST (CGLJ) — MG )
(6).

PSNR = 10logy, (22)
().

Where M(i, j) and C(i, j) are the gray level of the
pixels at the i-th row and j-th column of a m*n
original image and encrypted image, respectively.
The lower value of PSNR represents better
encryption quality.

116



Table 5: PSNR values of encrypted image

Images PSNR (our new | PSNR(Ref. [5])
approach)

Boat 9.29 9.40

Man 9.10 8.04

Baboon 9.50 -

Elaine 9.27 9.32

Couple 7.25 9.66

Table 4 shows PSNR values that the obtained the
PSNR value between the original image and the
encrypted, the results demonstrate that the proposed
encryption algorithm have a better resistance, due
to small PSNR values.

1. CONCLUSION

In this paper, a novel algorithm has been
proposed for encryption images by using two
Chaotic Maps. Arnold’s Cat Map has been used to
change the positions of pixels of the image and the
Henon Chaotic Map has been used to generate a
sequence of random values that use bit XOR
operation, for changed pixel value of image.

The image was divided into four equal
elements. This paper defines the direction of
encryption of each element of the image, and also
the key used to encrypt each element of the image.

Differential and statistical analyzes have been
conducted, the results demonstrated the robustness
of the algorithm against many of the known
attacks.
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