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Abstract – Substitution box (s-box) is one of the important structures that perform the mixing process for 

encryption algorithms. Therefore, strong s-box structures are needed to develop effective encryption 

algorithms. The most important feature of the S-box is that it has a nonlinear structure. In this way, it can 

effectively scramble the data to be encrypted. More than a hundred new algorithms have been proposed 

using many approaches to obtain s-box structures with high nonlinearity. In this study, the performances of 

the s-box generation approaches in recent years were compared according to their non-linearity values. In 

addition, the advantages and disadvantages of these approaches have been discussed and suggestions have 

been made especially for researchers who will just start in this field. 
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I. INTRODUCTION 

With the rapid development of science, the 

amount of data is increasing day by day. Ensuring 

security in both the storage and communication of 

this data is of vital importance [1]. In particular, 

sensitive data needs to be effectively protected. At 

this point, we come across the science of cryptology. 

Cryptology is the science of encryption and consists 

of two parts. The first of these is cryptography. 

Cryptography is the process of developing protocols 

or algorithms for encrypting data. Another part is 

the science of password cracking called 

cryptanalysis. Cryptoanalysis is needed. Because 

the only way to know that an encryption algorithm 

is secure is to try to crack it. Many cryptoanalysis 

methods are available to crack encryption 

algorithms. If the developed algorithm cannot be 

broken despite the cryptanalysis, then it is safe. The 

data encryption standard used today is the AES 

algorithm [2]. AES is a block cipher algorithm. It 

first divides the data into blocks of equal length, 

then encrypts each block within itself and combines 

the encrypted blocks to obtain the encrypted data. 

Considering the operation of this algorithm, one of 

the most important structures that meet the mixing 

requirement is the s-box. In AES, the s-box is used 

both in the process of encrypting data and in the 

generation of subkeys. Therefore, strong s-box 

structures are always needed to develop strong 

encryption algorithms. 

S-box represents a transformation. It increases the 

complexity of the algorithm by replacing the raw 

value with another value. AES uses an 8-bit s-box 

containing 256 values. When we look at the 

literature, it is seen that such s-box structures are 

generally tried to be developed. More than 100 s-

box generation algorithms have been proposed 

using many approaches from the past to the present. 

Among these approaches, the most; mathematical 

transformations [3-8], chaotic systems [9-14] and 

optimization techniques [15-22] are used. In 

addition, hybrid approaches have been developed 

[23-25] by combining DNA coding, cellular 

automata, and the benefits of existing approaches. 
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In this study, first of all, the s-box structure was 

explained, and then a performance comparison was 

made according to the nonlinearity values of the s-

box structures obtained as a result of the studies 

carried out in recent years. The reason for using the 

nonlinearity value here is that it is the most 

important criterion desired in an s-box. Since the S-

box replaces one value with another value, it should 

not have a linear structure. The more non-linear the 

more effective it will be. When we look at the 

literature, it is seen that most studies try to improve 

the nonlinearity value. 

II. S-BOX STRUCTURES 

S-box is a process in which one value is replaced 

by another value in data divided into blocks. In the 

AES algorithm, there is an s-box structure with the 

size of 16 * 16 and it is given in figure 1. Hundreds 

of studies in the literature have developed new 

methods to produce such an s-box structure. This 

topic is still a hot topic. Because optimum solutions 

have not been reached yet. Different metrics are 

available to evaluate an s-box structure. This study 

will focus on nonlinearity. Similar results were 

observed for most of the other criteria. For example, 

the SAC criterion should be close to an average 

value of 0.5 [26]. This value is obtained in most 

studies. However, nonlinearity values may remain 

low in most studies. The AES s-box structure has a 

nonlinearity value of 112. 
. 

 

Fig. 1 AES s-box structure 

If we give a simple example to better understand 

the S-box structure; Passing the value 13 through the 

s-box means replacing the value in the 1st row, 3rd 

column. In other words, 7D value will be written 

instead of 13 value. In this way, this process is 

completed after the whole block has been passed 

through the s-box. Moreover, the state of a 4*4 

block after it has been passed through the s-box 

structure in figure 1 is given in figure 2. 

 

 

Fig. 2 Passing a sample block through the s-box 

III. PERFORMANCE COMPARISON 

BIC, SAC, I/O XOR distributions, bijectivity, and 

nonlinearity metrics are generally used in the 

literature to evaluate the performance of an s-box 

structure. When we look at the literature, algorithms 

are compared by looking at the nonlinearity values. 

Therefore, only nonlinearity values were considered 

in this study. An s-box with high nonlinearity makes 

the algorithm resistant to linear cryptanalysis. The 

b(k) nonlinearity value of an n-bit long function can 

be calculated as given in equation 1. 

 

NL(b)= 
1

2
 [2𝑛 − ( |𝑊𝑆𝑏(ℎ)|ℎ∈ {0,1}𝑛 

𝑚𝑎𝑥 )]                     (1) 

The Walsh spectrum of the function 𝑊𝑆𝑏(ℎ) 

given in Equation 1 can be calculated as given in 

Equation 2. 

 

𝑊𝑆𝑏(ℎ) =  ∑ (−1)𝑏(𝑘)⊕𝑘.ℎ
𝑘∈{0,1}𝑛                          (2) 

Where ℎ ∈ {0,1}𝑛 and k.h represents the inner 

product of k and h values and are calculated as given 

in equation 3. 

 

𝑘. ℎ = (𝑘1 ⊕ ℎ1) + ⋯ + (𝑘𝑛 ⊕ ℎ𝑛)                     (3) 

The nonlinearity values of s-box structures obtained 

with different approaches in recent years are given 

in Table 1. 

 

  When the comparison results given in Table 1 are 

examined, it is seen that the best values are obtained 

with mathematical transformations. In addition, 

nonlinearity values, which can be considered high, 

are often reached in optimization and hybrid 

methods. However, the nonlinearity value is usually 

low in s-boxes obtained using only chaos. 
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Table 1. Performance comparison 

Reference Approach Average 

Nonlinearity 

[3] Mathematical 

Transformation 

112 

[4] Mathematical 
Transformation 

112 

[5] Mathematical 
Transformation 

110.5 

[6] Mathematical 
Transformation 

108 

[7] Mathematical 
Transformation 

112 

[8] Mathematical 
Transformation 

107.25 

[9] Chaos 104.7 

[10] Chaos 106.2 

[11] Chaos 106 

[12] Chaos 110 

[13] Chaos 107 

[14] Chaos 106.2 

[15] Optimization 109.5 

[16] Optimization 111 

[17] Optimization 110.5 

[18] Optimization 111.25 

[19] Optimization 109.25 

[20] Optimization 108 

[21] Optimization 109.5 

[22] Optimization 111.75 

[23] Hybrid 110.75 

[24] Hybrid 112 

[25] Hybrid 109 

 

IV. CONCLUSION 

In this study, the nonlinearity values of the s-box 

generation algorithms made in recent years were 

compared. Chaos, mathematical transformations, 

and optimization techniques, which are the most 

popular approaches in this regard, have been used 

many times. Since each approach has advantages 

and disadvantages, optimum solutions have not 

been reached yet. That's why the work continues. 

Obtaining an s-box with chaos-based methods is 

quite easy and requires less processing. However, 

nonlinearity values are mostly low. Nonlinearity 

values are generally high in mathematical 

transformation-based methods. However, it can 

show weaknesses against differential cryptanalysis 

in various situations. In optimization methods, s-

box structures with high nonlinearity values are 

often obtained. However, there is also the problem 

of high processing load and complexity of 

algorithms. In some studies, hybrid methods have 

been developed by combining these advantages. It 

is thought that more effective results can be obtained 

in future studies, especially by using new 

metaheuristic optimization techniques. 
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