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Abstract – The involvement of digital identity in almost all online services contributes to the growing 

reliance on Identity Management  Systems (IDMS) that establish, verify, and manage digital identities. 

However, digital identities are still kept in central repositories. Which are controlled by a single authority 

that may have many vulnerabilities due to low security, leading attackers to exploit these vulnerabilities 

and causing various security breaches such as identity theft or disclosure of sensitive information. 

Additionally, powerful entities who have access to these repositories, could gather and abuse users' 

information without their knowledge or consent. The concept of Self-sovereign Identity (SSI) allows users 

to exert ownership of their identity and gain insight into how their data is being used. The development of 

Blockchain technology has made a breakthrough in achieving SSI by giving individuals the ability to be 

the final arbiter of who can access and use their own identity. This paper overviews the traditional identity 

management (IdM) models and presents the next generation of distributed IDMS using Blockchain 

technology that targets user-centricity and eliminates the identity provider as a trusted third party. 

Furthermore, It gives an analysis of the recent Blockchain-based IdM solutions, discussing their 

architecture, components, and features. It also, reveals their weaknesses to identify the gaps between these 

solutions for future secure IDMS.   
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I. INTRODUCTION 

The significant amount of time that people spend 

on the Internet keeps climbing too especially, with 

the spread of the COVID-19 pandemic. This leads 

to increase the usage of online services. As a result, 

most of the individuals today has a kind of online 

identity. Digital identity refers to the personal 

identity in cyberspace that define a person and 

distinguished him from another person [1]. The 

identity is established and maintained by that 

person. Whereby the complete personal identity is 

the combination of all his attributes. The user 

identity is the general name given to the profile 

information in the user's account such as username, 

email address, birthday, etc. [2]. 

 

Individuals' digital identities are stored in central 

repositories. This exposed us to many centralization 

risks, including Single Point Of Failure (SPOF), and 

controlled by third-party entities that have the entire 

control of our personal information [1]. The huge 

amount of personal data that we leave behind while 

using online services could be misused by 

platforms. This information may include addresses, 

telephone numbers, full names, etc. In 2016, the 

Cambridge Analytica scandal happened when 

Facebook breached the privacy of its users and 

leaked internal emails between the Cambridge 

Analytica firm and the British parliament [3]. 

Furthermore, identity owners need to repeat 

registering and authenticating their identity 

information across different platforms in order to 

access their service. As a result, digital identity 

information will be fragmented, overshared, and 

unable to flow between different platforms [4]. 

Thus, it requires a new approach for IDMS to 

address these issues and meets with users’ privacy 

requirements. 
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Building on the success of Blockchain technology, 

researchers began to investigate the effectiveness of 

using Blockchain to overcome some of the issues 

experienced by most central repositories. Since 

Blockchain is a tamper-resistant database, ensures 

that the block data is trustworthy. Therefore, 

Blockchain helps to deliver a trust infrastructure in 

IDMS. 

II. BACKGROUND 

In this section, we introduce the preliminaries of 

digital identity, IdM and the evolution of IdM 

models, followed by an overview of Blockchain 

technologies. 

Identity Management 

Digital identity has been key for allowing 

individuals to interact with service providers. Where 

identity refers to the combination of identifiers and 

credentials of entities in an appropriate context such 

as entity username, email address, preferences, and 

other entity attributes [2]. IDMS broadly refers to 

the framework of policies and technologies 

designed to ensure that only authorized users have 

access to associated resources. Also, it facilitates 

managing and securing users' digital identities and 

provides relevant services such as authentication[5]. 

 

IDMS consists of three main entities[6]:  

 User: the subject or the owner of certain 

attributes or credentials and could use various 

services provided by service providers and identity 

providers.  

Service Provider: Is an important entity of the 

management system, responsible for providing 

services to successfully authenticated users. 

Identity Provider: The issuer of identity 

information for users. it is the core entity of the 

management system, responsible for providing 

users with identity services. 

 

A. Identity Management Models 

We will discuss the main IdM models and 

highlights their advantages and limitations. Also, 

presented the new Blockchain-based approach for 

IdM. 

Independent Identity Model. Also known as 

isolated IdM. In this model users didn't have their 

own identities, they only had accounts on a different 

service provider. Every service provider has its own 

identity provider as shown in Fig. 1. The identity 

provider assigns a unique identifier for each user. 

identifiers such as username and password [1]. 

Although the structure is simple, it requires a high 

storage capacity for each service provider. Also, the 

user needs to repeat the registration process which 

drives him to reuse the same password for many 

service providers. This creates a security concern as 

a compromise at one service provider can result in 

account hijacking at a different service provider. 

Moreover, the user needs to manage all his 

fragmented accounts among different service 

providers. 

Fig. 1 Independent Identity Model 

Centralized Identity Model. In this model, only 

one identity provider as a separate entity within a 

trusted domain is responsible for both identification 

and authentication. Thus, allowing any service 

provider belonging to the trusted domain to share 

users’ identities. The users' credentials are verified 

by a central authority. In the identification process, 

the user needs to identify himself to the identity 

provider. The identity provider verifies the user's 

identity through an authentication process. After 

completion of authentication, the user receives a 

token from the identity provider, and he passes the 

token to the service provider. Then the service 

provider verifies the user credentials that are carried 

in the user's token by querying the identity provider. 

After successful validation, the user can use the 

requested service within a certain amount of time 

that is determined in his token [7]. Fig. 2 illustrates 

the process in the centralized identity model. 
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Fig. 2 Centralized Identity Model 
 

Federated Identity Model. In this model, 

multiple service providers within a trusted domain 

called federation agreed to work together to 

confederate and share their users' identities 

information [8]. Thus, allowing any service 

provider belonging to the federation to identify 

users easily. We know this on the web as social 

login using Google or Facebook, etc. The high-level 

architecture of the federated identity model is 

presented in Fig. 3.  This model allows users to sign 

up once and carry their identity information to other 

service providers by using the same set of 

credentials. Thus, reduces the number of passwords 

needed to access all services down to one. 

Fig. 3 Federated Identity Model 

 

Towards Decentralized Identity. aims to rectify 

privacy and data protection concerns by putting the 

control in the user's hands. The user control is 

enabled by shifting the transfer of identity 

information through users, rather than directly 

between service providers [9]. 

 

 

B. Blockchain 

Blockchain technology is a distributed ledger that 

is widely used for recording distinct transactions. 

The transactions are maintained by entities on a 

Peer-to-Peer (P2P) network[10]. Once a consensus 

is reached among all entities of the network, the 

transaction is added to a block. All blocks are bound 

to each other and together formed a Blockchain. 

 

Blockchain involves three basic concepts: block, 

chain, and transaction. The “block” refers to 

distributed data. The “chain” refers to the 

chronological order of blocks placed in the 

transaction ledger. The “transaction” is the read or 

write operations on the block for storing and 

retrieving the data. Fig. 4 shows that the blocks are 

linked in a chain, so that each block holds the 

cryptographic hash value of the previous block [9], 

to give finally the criteria of de-trusted, 

decentralized, distributed data storage structure. The 

technology uses cryptographic hashes to ensure that 

the data of any transaction can’t be forged or 

tampered besides the ability to verification against 

integrity and security. The distributed nature is 

served by the distributed data across a network and 

P2P communication. 

Fig. 4 Simple Blockchain Structure [11]. 

Most of the appeal toward Blockchain technology 

revolves around themes associated with its key 

features: 

Decentralization. Any node in the network owns 

the information and has access to the data stored in 

Blockchain. This allows network nodes to directly 

exchange data based on a trusted system. Thus, 

increasing the efficiency of data exchange and 

eliminating SPOF [12]. 

 

Immutability. Means that once the data has been 

stored in Blockchain, it cannot be modified [13]. is 

the cryptographic hash function. Thus restrict all 

unauthorized changes and hacks in the system and 

removes the intermediates from the system. 



 

249 
 

 

De-trusted. The Blockchain creates linked blocks 

based on cryptographic hash values and uses digital 

signatures generated from asymmetric cryptography 

to ensure the security of transactions [14]. 

Therefore, the nodes can make transactions safely 

without third-party control. 

 

Privacy. The user is completely invisible during 

transmission process because the data are 

transmitted using public and private keys due to the 

digital signature algorithm [14]. 

 

III. BLOCKCHAIN-BASED IDENTITY MANAGEMENT 

SOLUTIONS 

According to Dunphy et al. in [15] all distributed 

ledger technology based IdM proposals fell into one 

of two categories: 

Self-Sovereign Identity. gives the individuals 

ownership and full control of their identities without 

the need for identity providers. The provided 

decentralized identity does not depend on any 

centralized registered identity provider or certificate 

authority (CA). Individuals can decide what to 

share, who to share with, and when to stop sharing 

their personal data. SSI enables trusted interactions 

to access individuals’ identity information while 

preserving privacy. This can be enabled by an 

ecosystem that facilitates the collection and 

recording of users' attributes. Also, the ecosystem 

spreads mutual trust between different digital 

identities. Digital identities can be for institutions, 

individuals, and devices. Examples include uProt. 

 

Decentralized Trusted Identity. relies on 

existing trusted credentials such as government 

identification cards or passports etc. Thus, the 

proprietary service will be able to perform identity 

proofing to verify these credentials. Then it stores 

the identity verification proofs on Blockchain for 

later validation by third parties. Examples include 

ShoCard. 

 

We will discuss in detail mainly two solutions, 

each one belonging to a different category. The first 

solution is ShoCard which belongs to a 

decentralized trusted identity model. The second 

one is uPort which is the first existing identity 

solution that enables SSI. Furthermore, there are 

many other Blockchain-based identity systems in 

the literature, including DNS-IdM which serves 

online users in general while Health-ID serves 

patients and remote healthcare providers. 

 

ShoCard [16] is a mobile digital identity that 

provides identity verification for both online and 

face-to-face interactions. It utilizes Blockchain to 

bind between user identifiers, attributes, and 

existing trusted credentials.  

Fig. 5 ShoCard Architecture [15]. 

Users should first scan their identity credentials 

using ShoCard mobile application. The trusted 

credential can be a passport, driving license, etc. 

The uploaded credentials and the corresponding 

data are encrypted and kept on the user's mobile 

device. The signed hash of the user’s identity 

information is added into Bitcoin ledger to be used 

later for data validation. The resulting Bitcoin 

transaction number is the user identifier or known as 

ShoCardID and it is stored on the user's mobile 

device to be used as a pointer toward the ShoCard 

seal. In the certification process, the user collects 

additional attributes from many service providers. 

Then interacts with an identity provider to associate 

certificates to his ShoCardID. ShoCard server stores 

encrypted certifications or known as envelopes to 

give users the ability to provide their attributes to the 

relying parties or to retrieve them in case they lose 

their mobile device. Fig. 5 illustrates the general 

architecture of ShoCard. 
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uPort [4] is an open-source decentralized identity 

framework that provides a digital identity to all 

internet users to interact with both decentralized 

applications as well as traditional centralized 

applications. 

Fig. 6 uPort Architecture [17]. 

uPort is built on the top of Ethereum ledger and 

relies on a set of components: smart contracts, 

developer libraries, and a mobile application. The 

developer libraries for third-party applications 

integration. The mobile application for 

cryptography asymmetric key pair management and 

for scanning the Quick Response (QR) code to 

initiate interactions with entities. Users are uniquely 

identified by a twenty-byte hexadecimal address of 

the Ethereum smart contract deployed by the user 

and known as a proxy smart contract. Ethereum 

smart contracts are the core component of uPort 

technology. It has four main smart contracts: proxy, 

controller, recovery quorum, and registry smart 

contract. The proxy smart contract is used to 

forward transactions. The controller smart contract 

is used to maintain control access over the proxy 

contract. The controller contract consists of user's 

public key and a list of trusted entities addresses also 

known as recovery delegates. The recovery quorum 

smart contract is used to recover user's identity by 

triggering a vote between recovery delegates listed 

in the controller contract. When a quorum of 

delegates is reached within a specific period, 

meaning more than half of the recovery delegates 

have been positively voted. Then a new user address 

is replaced with the lost public key. The new address 

is connected to a new mobile device. The registry 

smart contract is used for mapping between uPort 

identifiers with their associated identity attributes. 

The attributes are stored off-chain on InterPlanetary 

File System (IPFS) which is a distributed storage 

system or on any traditional cloud service such as 

Microsoft OneDrive and Dropbox. The 

cryptographic hash of the JavaScript Object 

Notation (JSON) attribute data is only stored on-

chain due to the high cost of large volumes. Fig. 6 

illustrates the general architecture of uPort. 

 

DNS-IdM [17] is an IDMS that enables SSI and 

helps users to maintain their identities with 

associated attributes. Also, it facilitates the 

verification process by using real-world identity 

attribute benefactors. The system is implemented on 

top of the Ethereum ledger and utilizes smart 

contracts to secure the management of users' 

identities. 

Fig. 7 DNS-IdM Architecture [17]. 

Users should register first to be able to add their 

attributes. The attributes itself stored on IPFS, while 

the hash of attributes and the identification data are 

stored on a permissioned Blockchain. Attributes are 

validated before being mined and added to the 

network. Therefore, DNS smart contract plays its 

role as a router and redirects to a specialized 

validation contract based on the type of attributes. 

The validation contracts and public keys are stored 

on a permissionless Blockchain. Besides that, the 

DNS contract grants public access to the entries on 

a permissionless network. Fig. 7 illustrates the 

design architecture of DNS-IdM. 

 

Health-ID [18] is a privacy-preserving 

decentralized IDMS that facilities identification and 

authentication for both patients and remote 

healthcare providers across different eHealth 

domains.  
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Fig. 8 Health-ID Architecture [18]. 

 

There are three participants in the proposed 

system: regulators, patients, and healthcare 

providers. The regulators manage the Blockchain. 

The patients can create, store, and manage their own 

identity. Healthcare providers can authenticate 

themself to any patient before providing their health 

services. The participants will be registered to the 

Blockchain after performing off-block identity 

proofing. As a result, the patients and healthcare 

providers will have a unique identification called 

healthID which is the address of the smart contract 

deployed by each entity. The identity attributes are 

structured in form of a JSON object and then signed 

by the regulator to create a JSON Web Token 

(JWT). The owner uploads the encrypted JWT 

identity attributes over a cloud service (Dropbox, 

IPFS). The hash of the identity attributes and the 

hashID which is a unique random number assigned 

to that hash are further stored on the Blockchain. 

Fig. 8 illustrates the general architecture of Health-

ID. 

 

IV. DISCUSSION 

As a conclusion of the above IdM solutions, we 

carried out an extensive assessment of the solutions. 

The assessment is divided into three main parts, 

namely: technology used, identity servers provided, 

and security-based assessment.   

 

A. Technology-based Assessment 

Table 2.2 presents a comparison between above 

IDMS based on the technology used. 

 

 

 

 

Table 1. Comparison between decentralized IdM solutions 

Identity 

Solution 

Year Distributed 

Ledger 

Blockchain 

Type 

Consensus 

Algorithm 

Identity 

Model 

ShoCard 2015 Bitcoin 
Permission 

(less,ed) 
͌ 

Decentralized 

Trusted 

uPort 2016 Ethereum Permissionless POW 
Self-

sovereign 

DNS-

IdM 
2019 Ethereum 

Permission 

(less,ed) 
͌ 

Self-

sovereign 

Health-

ID 
2021 Ethereum Consortium POA 

Self-

sovereign 

         ͌Not Addressed  

 

Ethereum platform was used in all discussed IdM 

solutions except ShoCard which used Bitcoin. Due 

to the use of the Bitcoin ledger, the transaction 

confirmation time takes on average ten minutes 

compared to seconds for Ethereum. As result, the 

waiting time for ShoCard users will be very high 

which negatively affects users' experience. 

 

uPort use permissionless Blockchain which is 

completely open and allows anyone to participate by 

verifying or adding data to the Blockchain (a 

process called ‘mining’) and they are fully 

decentralized. On the contrary, the permissioned 

Blockchain that only allows certain authorized 

entities to participate in a closed network [19]. Thus, 

a permissioned Blockchain is considered to be 

centralized but it is faster, more scalable, and 

transaction fees are extremely low. ShoCard and 

DNS-IdM get the power of the permissioned and 

permissionless Blockchain. Health-ID use a 

consortium Blockhain that considered as hybrid 

type of blockchain, relies on a set of authorized 

regulators to manage the network. 

 

Consensus algorithm allows nodes of the 

Blockchain network to agree on only one version of 

the truth about the ledger that they hold. uPort uses 

Proof of Work (POW) that required expensive 

energy computational to reach a consensus on the 

state of the ledger. While Health-ID uses Proof of 

Authority (POA) which is less energy cost than 

POW and significantly improves transaction 

throughput. 

B. Identity Services-based Assessment 

Identity provider is the core component of the 

IDMS, providing users identities and other related 

identity services namely identity revoke, recovery in 

case of loss, and IdM such as registration, 

authentication, and managing users’ attributes [6]. 

all above IDMS provide registration, authentication, 

and management. Only uPort provides an identity 

recovery mechanism to recover user identity. 
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However, none of them enables identity revocation. 

where revoking an identity means that the entity is 

no longer participating or interacting in the system. 

 

uPort enables users to recover their identity if their 

mobile device that's holds the user private key is lost 

or theft. This allows users to maintain a persistent 

identifier even in case of lost their keys. However, 

this mechanism would be vulnerable when the 

trusted recovery delegates themselves are attackers 

or malicious entities by replacing the recovery 

delegate's address list in the controller smart 

contract with their own identities leads to 

compromises the user’s device key permanently and 

stealing his identity. Moreover, there is a potential 

for leakage of attributes in the registry. uPort does 

not authenticate the owner of the mobile device, 

meaning if an unauthorized person has access to the 

user’s mobile device, he will have full control of his 

identity. 

 

Identity proofing is the process of verifying that 

the user is actually who is claimed to be [20]. This 

process is required to avoid any identity theft. 

ShoCard performs identity proofing by canning 

existing trusted credentials. However, the uploaded 

credentials may be fraudulent. Also, Health-ID 

performs off-block identity proofing for healthcare 

regulators to validate the identity information. After 

verifying their identity successfully, then healthcare 

regulators can provide physical or remote identity 

proofing for patients and healthcare providers. On 

the other hand, uPort and DNS-IdM do not perform 

any identity proofing.  

C. Security-based Assessment 

Several distributed IDMS are geared toward 

taking advantage of intermediaries instead of 

eliminating them by reshaping their roles. For 

example, uPort relies on trusted attribute providers 

and uses a registry that stores the mapping between 

uPort identifiers with their associated identity 

attributes. Also, ShoCard uses a central server as an 

intermediary to manage the exchange of user 

certifications between users and different relying 

parties. However, if any security breaches happened 

or if the company no longer existed, users would be 

unable to exchange certifications between different 

relying parties. 

 

Some Blockchain-based IDMS support creating 

multi-unlinkable identities for the same user. For 

example, ShoCard, uPort, and DNS-IdM provide 

creating multiple identities for one user while 

Health-ID supports only a single identity for the 

user. 

V. CONCLUSION 

The great properties of Blockchain technology as 

a decentralized and incorruptible database, the great 

success in virtual currencies, and the availability of 

the Internet have opened up great new opportunities 

to use this technology in IdM to deal with user 

privacy protection. In recent years, there have been 

attempts to develop Blockchain solutions for the 

next generation of IDMS, which allow users to have 

full control of their own identity. This paper 

reviewed the principles of IdM and Blockchain and 

discussed the main IdM models and highlights their 

advantages and drawbacks. Also, this paper 

explored in-depth the recent IDMS that enable 

decentralized identity: ShoCard, uPort, DNS-IdM, 

and Health-ID by describing their architecture, 

components, and their interaction. Finally, a 

comparative assessment is presented for all 

discussed IDMS. It was observed that blockchain is 

suitable to overcome some limitations of 

conventional IDMS. Nevertheless, it is still lacking 

in the published studies in the area of IdM. 
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