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Abstract — The wireless local area network technologies are attractive solutions to upgrade the
communication network of the traditional electrical substation toward smart electrical substation.
Unfortunately, the wireless communication network suffers from additional drawbacks compared to wired
technologies such as cyber threats in particular the common wireless channel. The current work suggests a
cybersecurity model for the wireless communication network (WCN) that serves the substation automation
system (SAS) of electrical substations. The adopted model protects the wireless communication between
the high-voltage devices and the switched access point (S-AP) in the electrical substation using wifi
protected access 3 (WPAJ3) security scheme. This work proposes a new architecture scheme to provide a
secure and reliable key management module based on WPAS3. Hence, a local authenticator is responsible
for distributing the keys safely rather than the remote authentication dial-in user service (RADIUS) server.
In addition, a lightweight security scheme as possible is handled to overcome the challenges of SAS system
performance requirements. The results indicated that the adopted ciphering algorithms do not break the
latency requirements of real-time protection of SAS (less than 4 msec).

Keywords — Advanced Encryption Standard (AES); Cybersecurity; Local Authentication Server; Real Time Performance;
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I. INTRODUCTION achieved with the IEC-61850 to manipulate the

In the electrical substation, there are many types €duipment of the field devices [1]. This mechanism
of intelligent electronic devices (IEDs) such as May be exploited by attackers and it makes the
merging unit (MU), actuators (AC), local controller ~Substations more vulnerable to cyber threats. As a

(LC), and global controller (GC). On the other side, ~'esult, confidentiality, availability, and data
the dominate standard of communication in the INtegrity of the substation data may be broken by

substations is IEC 61850 which defines specific many potential cyber vulnerabilities in terms of the
types of messages: generic object-oriented devices and the networks of the substation. Further,
values (SMV), and manufacturing message Of the substation, they could harm the operational
specification (MMS). Hence, easier communication ~ Processes of the substation and they can cause

with intelligent electronic devices (IEDs) could be ~Catastrophic damage. In general, the attacks may be
implemented from either within the substation or
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outside the substation. To implement any attack
within the substation, the attackers need to gain
access to the intranet of the substation network. In
such cases, attackers may take advantage of physical
access to IEDs or insert malware in any device such
as update patches. At this level, the attackers could
spoof, inject, analyze, and transmit malicious
packets [2].

However, in the suggested network of the
electrical substation in the previous work [3], the
cyber data of the power system is classified into
many types as shown in Figl.
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Fig. 1 The message flow of the wireless architecture design
in the electrical substation

To build a robust security model for the suggested
network, it is essential to discuss the essence of
substation data traffic. In this context, sampled
measured values are periodic successive messages
that are sent from MU to four destinations (LC,
Actuatorl, Actuator2, and GC). SMV messages
represent sampled values for the current or voltage
that reflects the status of the power line. Based on
the concluded information from SMV messages, LC
and GC send periodic GOOSE messages to protect
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the power line. If SMV messages carry bad
information about the power line (fault occurring),
LC sends a trip GOOSE message to the circuit
breaker (CB) to isolate the corresponding feeder
bay. Therefore, a trip GOOSE message that is sent
from LC or GC to CB leads to an outage of the
electricity on a feeder bay directly. In contrast, a trip
GOOSE message from LC or GC to CB can reload
the electricity on the isolated feeder. The decision of
LC or GC to send the trip GOOSE message depends
on the information of SMV that reached LC or GC.

Furthermore, LC and GC send periodic
information messages to the SCADA system at the
Human Machine Interface (HMI). Whereas, HMI
(SCADA system) could send configuration
messages to LC, GC, and/or MU. All cyber data of
the substation wireless network passes via the
access point of the bay level (Switched-AP) and the
access point of the station level (MWD-AP). Table
1 summarizes the expected attacks and threats inside

the electrical substation [1] [4] [5].
Table 1. Possible threats to the electrical substation.

Attack
Replay attack

Description

Resending a previously sent
message without

modifying its content

Build modify, and transmit
false and malicious messages
into the network

Old messages are captured,
they are

adulterated to mimic a
legitimate behavior (get fresh
and valid values for SQNum
and StNum)

Harming the communication
between publisher and
subscriber devices by
preventing the

subscriber from processing
subsequent legitimate GOOSE
messages or

forcing subscribers to process
fabricated GOOSE messages
Filling wireless
communication channels with
noise

Intercept unsecured network
communication

Overloading networks by
using various techniques
where the attacker sends large
volumes of traffic to flood the
network

Message injection

Masquerade attack

Poisoning attack

Jamming attacks

Wireless
eavesdropping attack
Denial of service
(DoS) attacks
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Concerning the literature, Y. Xiao et al. in [6]
discussed and investigated the countermeasures
against cyber-attacks in the electrical substation
based on a fuzzy analytical hierarchy process. N.
Moreira et al. in [7] explored current security
methods and they studied their applicability to the
environment of substation automation systems. In
the same context of substation automation, the
researchers in [8] and [9] proposed anomaly
detection methods for the [IEC 61850
communication standard in the electrical substation.
On the other hand, the issue of key management for
cryptographic algorithms in electrical substations is
addressed by the work in [10]. The delay attacks on
precision time protocol in power substations are
considered in the work [11], where the researchers
submitted a new method for detecting delay attacks.

This work adopts the WPAS3 security method for
the WLAN technologies in industrial applications to
protect the smart electrical substation from cyber
threats, it deals with layer 2 security level and
provides a robust security level in terms of
encryption, authentication, and integrity. Moreover,
this work designs a novel architecture model for a
secure and reliable key distribution from a local
authentication server (authenticator) in the wireless
network of an electrical substation rather than a
RADIUS server via the WAN network.

Il. MATERIALS AND METHOD

As explained in the previous work [3], the
suggested network of substations consists of
multiple subnets. Each subnet depends on switched
AP based on WLAN standards to offer the wireless
coverage area. Moreover, one of the privileges of
the suggested substation network is built according
to the five layers TCP/IP stack model (physical, data
link, network, transport, and application layers).
Therefore, it can employ the available and advanced
security techniques to protect the transferred data. In
addition, the architecture of Switched-AP includes
many sub-access points, some of these access points
may stay spare for cases of damage to any sub-
access point for any reason to handle the availability
and reliability.

In the sense of cybersecurity, the mentioned
expected attacks target confidentiality,
authentication, and integrity. The suggested design
of the cybersecurity system aims to protect the
wireless intranet of electrical substations and it takes
into account the specificity of this system.
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Therefore, the current work proposes a WLAN layer
2 security scheme in terms of confidentiality,
authentication, and integrity. WiFi Protected Access
3 is the most sophisticated and protected scheme in
terms of WLAN technologies.

A. The proposed model of WPA3

WPAZ3 is a subset and the latest improvement of
the 802.11i security standard of WLAN technology
for personal and enterprise networks. WPAS3
enhances the encryption of wireless networks using
a new encryption protocol called Galois Counter
Mode Protocol (GCMP) with Advanced Encryption
Standard (AES) [12]. In addition, WPA3 improves
the authentication of wireless networks by dealing
with Simultaneous Authentication of Equal (SAE is
defined as a secure key establishment protocol) with
a length key equal to 128 or 192 bits to submit
stronger defenses against password guessing where
WPA2 was dealt with pre-shared key (PSK).
Further, WPAS3 deals with GCMP and the secure
hash algorithm (HMAC-SHA 384) [13]. Therefore,
WPA3 offers encryption (Elliptical Curve
Cryptography  with  192-bit  security suite),
authentication (SAE), and data integrity (SHA-1 or
SHA-2),

WPA3 supports multi-operation modes and the
best mode that addresses the design of substation
networks is WPA3 enterprise mode because this
mode is specialized to the industry environment and
enforces robust secret security standards compared
to other secret security standards [14].

In the enterprise mode, according to Opportunistic
Wireless Encryption (OWE), the conversations
between the APs and the wireless clients in open
networks are encrypted with different keys for
different connections. The encryption on each
wireless connection is different. It employs a
Protected Management Frame (PMF) mandatory to
support the protection of management frames
between APs and wireless clients.

In terms of encryption, Advanced Encryption
Standard (AES) represents a strong secret key
(symmetric key) based on block ciphering, it could
protect and secure the data between wireless IED
devices and AP against unauthorized access. The
AES uses cryptographic keys of 128 and 192 bits to
encrypt and decrypt data in blocks of 128 bits.
WPAS supports advanced AES that could employ
384 or 512 bits to encrypt and decrypt data [15]. The
combination of AES-GCM is a block cipher
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operation mode that provides high speed of
authenticated encryption and data integrity. It has
two main functions block cipher encryption and
multiplication over the Galios field. Initialization
Vector (IV), additional authenticated data, secret
key, and plaintext are used as input in 128-bit and
give a 128-bit ciphertext and authentication tag.
AES-GCM algorithm can encrypt or decrypt with a
128-bit or 192-bit of cipher key [12]. Fig 2 shows
the ciphering algorithms of WPAS3.
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Fig. 2 The general module of WAP3 ciphering.

The algorithm that is adopted to provide the
authentication and integrity in WPA3 is the hash
message authentication code (HMAC). HMAC
depends on cryptographic hash functions. The
famous version of a hash function is secure hash
function-1 (SHAL) that designed by NIST. SHA-1
creates a digest of length N from a multiple- 512
block message. Hence, the hash function guarantees
the integrity of the data message.

In the case of WPAZ, it is likely difficult for an
adversary to steal the wireless traffic of the clients
who are protected by WPAZ3. Even if an attacker has
successfully guessed a client’s password, he cannot
get the session keys used for encryption and
decryption.

B. The suggested model of authentication and key
distribution

In the traditional method of keys generation and
distribution of enterprise mode, Switched-AP
includes multi sub-access points, and each sub-
access point covers one or two IEDs as shown in
Fig. 1. For instance, it is assumed that wireless IED
device represents MU, LC, AC, or GC.

Any sub-access point of Switched-AP connects to
one or two IEDs, hence the basic service set of such
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a network is protected by WPA3 by devoting a
unique key (192 bits) based on enterprise mode to
provide a robust authentication. The authentication
messages are exchanged among sub-access points
of Switched-AP, IED, and the server of RADIUS
(Remote Authentication Dial-In User Service) [16,
p. 3]. Firstly, the access point broadcasts a beacon
message, and then, the wireless IED negotiates the
access point to receive the keys of authentication
and encryption based on ECDH (Elliptic curve
Diffie-Hellman) rather than 4-way handshaking to
secure the transferred data after addressing the

phases of establishments, authentication, and
association.
Unfortunately, the exchanged information

between the RADIUS server and the access point
may be compromised by an intruder because the
path of data passes WAN. However, an intruder
likely claims the position of the authentication
server. Consequently, the security procedures will
be for nothing.

To compensate for the issue of receiving the
security parameters from the RADIUS server via
WAN to receive the ciphering keys of the WPA3
security scheme, this work suggests an
authentication server scheme by employing a local
server of authentication be placed in the electrical
substation rather than RADIUS server via WAN. In
this context, the design and procedures of the novel
scheme of local authentication server are explained
as follows:

Firstly, it is installed and written the software of
the authentication server based on the MAC
addresses of wireless IED clients to serve the
authentication establishment according to WPAS3.
The appropriate platform that is exploited to serve
as a local authentication server is the Raspberry Pi
Compute Module for industrial applications. For
more details, KUNBUS RevPi based on Raspberry
Pi is an open, modular, and inexpensive industrial-
embedded PC. It is composed of open hardware and
software, capabilities according to EN61131-2
standard as well as supplemented by digital or
analog 1/0 modules and processing frequency up to
1.2 GHz quad-core.

One local authentication server is embedded in
each MWD-AP and Switched-AP to handle the
requests of authentication and deliver the ciphering
keys for the wireless communication network of the
electrical. The authenticator server enables the
electrical substation to maintain IED profiles in a
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local database without sharing them with outside
servers. Having a local database provides better
security and enables the substation to set up a policy
in a self-manner.

Henceforth, one embedded KUNBUS module is
connected to each Switched-AP and MWD-AP in
the suggested network. Fig. 3 shows the
negotiations between any IED devices and the
embedded authentication server.
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Fig. 3 New authentication structure based on local
authentication server.

C. The effect of WPA3 on the System Performance

It is essential to discuss the performance of the
suggested system in terms of latency which

represents a vital factor in the industrial
environment of the substation automation
applications.
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The complete model assumptions of the electrical
substation communication network are shown in
[3], while the effect of the AES-128 algorithm on
the processing rate of IED is illustrated in [17]. This
work adopts the AES 128 algorithm for encryption
and decryption and hash message authentication
code (HMAC) based SHAL for data integrity. The
reason behind these assumptions (lightweight
ciphering algorithms as possible) is to mitigate the
effect of the processing delay of IEDs on the overall
latency of system performance.

To explain the effect of WPAS3 cryptography, Fig.
4 explains the effect of the WPAS3 cryptographic on
the real-time protection of substation automation in
the case of MU = 1600 sample/sec.
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Fig. 4 The effect of WPAS ciphering algorithms on the real-
time performance of electrical substation in the case of
MU=1600 sample/sec.

The results indicate that the maximum latency in
the case of using WAP3 does not exceed 1.425
msec.

I11. CONCLUSION

As mentioned before, this work designed a
cybersecurity model to secure the electrical
substation wireless network using WPA3 and a local
authenticator. In the industrial environment of an
electrical substation, the real-time protection of SAS
is a time-sensitive application that requires as
lightweight traffic as possible to never smash the
requirement of the real-time protection application
in terms of latency. The privilege points of adopting
the WPAS3 security scheme (layer 2 security
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scheme) with a local authenticator relate to causing
less delay compared to layer 3 and layer 4 security
schemes as well as offering robust authentication
behavior. Hence, WPA3 mitigates the consumed
processing of cryptographic algorithms on the
central processing unit that affects the system
performance. Because WPA3 cryptography is
implemented in network interface cards. The results
indicate that adopting WPA3 with lightweight
cryptographic schemes such as AES-128 bits and
HMAC-SHA1 does not exceed the threshold of real-
time protection of the operational technologies and
provides robust protection.
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