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Abstract — Democracy has been a major part of many of the current nation’s political landscape for many
years, it is a form of government and authority selection where power is held by the people of the nation
as they would be able to participate in the decision-making process and have a say in the policies and
laws that may affect them in terms of the nation’s growth and development. However, many countries in
the world are still using traditional voting method which is inefficient and inconsistent as there had been
major controversies surrounding the usage of the system that it may introduce various exploitation from
political parties to increase their chances of winning the election, which would lower the confidence of
voters considerably as they may think that their vote is insignificant and would not bring any changes to
the overall results. Thus, this paper would like to develop a 3-tier architecture blockchain based electoral
system under the local blockchain of Ganache, integrated with front-end interfaces which allows the
voters to vote while ensuring their anonymity in the process. The system would introduce verification
feature whereby voters could verify their own selection of candidate to ensure scrutiny of the system,
without worrying that their selection of votes would be traced back to them.
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I. INTRODUCTION for using blockchain is because it is decentralized,

Voting has evolved significantly over the past 30 immutablt_e aqd its role as a d_istributed ledger [3].
years, transitioning from traditional voting which ~Decentralization of blockchain allows each user
involved paper to electronic voting and now inside the blockchain network to have a copy of the

implementing blockchain onto electronic voting. Same exact distributed ledger that contain
However, e-voting itself had raised numerous information without the integration of central
controversies in terms of its effectiveness and @uthority, in this case is the votes casted by voters
security. It has been proven time and time again [4]- Smart contract is another element present in
that e-voting brings lots of security vulnerabilities ~Plockchain that runs when predefined conditions

causing the system to be exploited by malicious aré met. It can be related as a digital contract,
actor and ultimately affecting the system’s where when a certain conditions in the contract are

Blockchain had emerged and applied in various Smart contracts abolished the need of middleman

sectors such as supply chain tracking, NFTs, O help facilitate the contract as it is composed of

cryptocurrency transaction etc. The main reasons Programming codes and is self-enforcing, it is
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transparent and secure as the contract is immutable
and distributed to everyone in the network for
validation [5].

By integrating both blockchain technology and e-
voting, we can establish a robust foundation for a
voting system in which voting records are
transparent to everyone while ensuring the
anonymity of voters are protected. Not only that,
but the security issues regarding the system would
also definitely lower by a huge margin when
compared to traditional e-voting system as
malicious actor would have to target the whole
blockchain network and any tampering data would
be detected instantly. Lastly by implementing
smart contract in blockchain, we can ensure that
the procedure of voting is accurate, and verification
of votes is achieved without manipulation from
third parties.

II. MATERIALS AND METHOD

Fig. 1 System Design Diagram

The system’s design utilizes the concept of three-
tier architecture framework consisting of
presentation, business logic, and database tier. The
overall flow of the system starts when voter
proceeds to the login page and enters their
credentials which would then be used to match the
existing credentials from the database to
authenticate the voters from using the system. If
the user is a valid voter, the voter would be
redirected to their own respective voting page
where they could cast their vote and verify their
selection.

When a voter had casted their vote for a
respective candidate in the election, the name of
the candidate would be encrypted twice using
asymmetric encryption within the encryption

server, the ciphertext of the candidate’s name
would then be sent to the blockchain corresponding
to the voter's wallet address. At the same time, two
sets of the encryption keys would be stored inside
two databases along with the voter's wallet address
that will be hashed with salt.

CONTRACT

EVENTS

Fig. 2 Transaction of VVoter sending candidate (Ciphertext) to
Blockchain

Fig. 3 Encryption Keys in Databases

Decryption Server would have a listener function
that intercepts and retrieve the recently appended
ciphertext in the blockchain for decryption. After
the ciphertext had been decrypted into plaintext by
the server, it is once again sent back to the
blockchain in the name of the server's wallet
address instead of the voter's wallet address. Since
the name of the candidate is now in plaintext form,
there will be a function inside the blockchain that
would match the name of the candidate and
increase the overall vote count for that respective
candidate by 1. By utilizing the servers for
encryption and decryption, the system can protect
the anonymity of the voters as the public would not
be able to gain any meaningful information from
viewing the transaction that corresponds to the
voter's wallet address as the input by the voter had
been encrypted by the system.
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Fig. 4 Transaction of Server sending candidate (Plaintext) to
Blockchain

After voting, voter could verify their own
selection of candidate as the system would take the
ciphertext from the correspond voter's wallet
address and send it for decryption in the server and
display the plaintext back to the voter inside the
voting web page.

The system would also include three
administrative tasks for the system, in which one of
them is the adding and removing of candidates in
the election. Additionally, the initialization and
ending of the election session would be another
administrative task of the system as voters could
only start to login to the voting and vote for their
respective candidate only after the election period
is initiated by the admin. Finally, the finalization of
the election would conclude the election and come
out with a winner, on the prerequisite where the
election period must be ended before the election
could be finalized.

I11. RESULTS
a. \oters

T

Login Page

Fig. 5 Login Page

In the perspective of the user of the system,
voters would first need to authenticate themselves
as eligible voters of the election by inputting their
credentials into the login page, in which the
credentials inputted would be authenticated by a
server.

Woter's Wallat Address.

Eligibility to Vote

VOTER NAME

+—| Result Section

Verify Section

heck My Selec
= -

Fig. 6 Login Page

After logging into their own respective voter

page, the voter would be able to check and verify
their own wallet address and the state that they are
voting for, as well as their eligibility of voting in
the election. Besides from those, voter could also
check the current result of the ongoing election,
including which candidate is currently leading in
the election.
Voter would be able to vote for their own
respective candidate in the “Vote Candidate
Section” by clicking on their name as shown in
Figure 3. The name of the candidate would then be
encrypted and sent to blockchain which would then
be decrypted by another server and append it back
to blockchain which would increase the vote count
of the chosen candidate. If the voter would like to
verify their own selection of candidate, they can do
so by clicking the verify button located at the
bottom of the page which in turn would decrypt the
ciphertext and display it into the web page.

b. Admin

Selection of Candidates

Fig. 7 Admin Page

In the perspective of the admin of the system, as
mentioned earlier, there are three main
administrative tasks that can be performed. One of
them is the adding and removing candidate for the
election, whereby admin can add or remove
candidate by typing their name inside the text box.
Additionally, there will be a candidate list that
shows the existing candidate in the election to
avoid any confusion.

Furthermore, admin could also initiate and end
the election period with the click of a button and

136



International Journal of Advanced Natural Sciences and Engineering Researches

the section would include a status bar to indicate
the existing status of the election.

Lastly, the admin could finalize the election and
come out with a winner a table displaying the
existing candidate and their corresponding vote
counts.

IvV.DISCUSSION

There exist many different ideas and
modifications in the development of a secure e-
voting system utilizing blockchain. Some of the
system had utilized other encryption methods such
zero knowledge succinct non interactive arguments
of knowledge (zkSnarks). In such systems, voters
are able to authenticate themselves and perform
voting without revealing their wallet address as
they would be given a secret phrase as a proof of
knowledge during the registration stage, which
would be used to authenticate the voter during the
voting session without needing any additional
information such as their wallet addresses [6,7].
Such method does not require servers as per our
current system as the cryptographic method is
implemented  inside the smart contracts
corresponding to the voters, making it much safer
as it eliminates point of failure of having servers
and would improve performance of the system as
the method does not require back and forth
communication and had proven to be fast and
lightweight cryptographic method.

[8] proposes a new authentication method for the
voters to authenticate themselves as eligible voter
by utilising biometric fingerprint and iris
authentication, whereby voter would need to match
their fingerprint or iris through a device to check
their eligibility to vote and could eliminate any
repetition of voting from a particular voter.
However, such system may fail to recognize the
voter’s biometrics if there is any changes or injury
toward their thumb. Furthermore, breaches onto the
biometric database server would be devastating as
voters cannot change their identification trait as
they can change their passwords [9].

Another electoral system utilized permissioned
blockchain (private blockchain) under the platform
of Go-Ethereum and employing the consensus
algorithm of Proof of Authority [10]. The system
would have district node that verify the votes and
append it to the blockchain, the other node is
Bootnode which act as discovery and coordination
service that helps the district nodes to

communicate with each other. During the election
session, voters can vote for their candidate after
authenticating themselves. After voting, each voter
would get their own transaction ID that could be
paste into a blockchain explorer and verify the
selection of candidate. The transaction in the
permissioned blockchain works in a way that every
transaction would not include the sender address,
which mask the voter’s wallet address and ensure
the anonymity of the voter.

V. CONCLUSION

In the transitioning toward the era of Industry
Revolution 5.0, blockchain has been a emerging
technology that offers multitude of benefits,
including transparency, security, verifiability and
accessibility in the voting process. By harnessing
the features that blockchain brings, elections could
be revolutionized to become more resistant to fraud
and manipulation, while maintaining the integrity
of the democratic process. However, it is important
to acknowledge that the implementation of
electoral blockchain system requires meticulous
planning onto factors that might affect the overall
system such as the blockchain network, consensus
algorithm, scalability and security. While
challenges remain, the potential benefits make it a
convincing opportunity for the evolution of
electoral system in the digital age.
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