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Abstract — Rapid advancements in generative artificial intelligence models have increasingly made it
difficult for humans to distinguish fake images from real ones, giving rise to serious risks in terms of
security, ethics, and information reliability. In this study, deep learning-based approaches for the automatic
detection of Al-generated images are systematically investigated. Experiments are conducted on the
CIFAKE dataset, a balanced, publicly available benchmark comprising 60,000 real and 60,000 synthetic
images. EfficientNet-B0, EfficientNet-B3, and EfficientNet-B6 architectures with varying depths and
capacities are evaluated using three different loss function variants: standard cross-entropy (CE), attention-
enhanced cross-entropy (Attn+CE), and an attention-based composite loss function (Attn+Composite).

To analyze the effect of random initialization, all models are trained with five different random seeds.
Performance is evaluated using Accuracy, Precision, Recall, F1-score, PR-AUC, and Expected Calibration
Error (ECE) to assess prediction reliability. In addition, the statistical significance of performance
differences between variants is examined using the McNemar test. The results demonstrate that the mid-
depth EfficientNet-B3 architecture provides a more balanced trade-off between performance and stability.
While the Attn+CE loss function yields meaningful improvements for specific architectures, the
Attn+Composite variant does not consistently outperform simpler alternatives. Overall, this study presents
a comprehensive evaluation that jointly considers architectural depth, loss function design, classification
performance, and calibration reliability in fake image detection.
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I. INTRODUCTION

With the rapid development of artificial intelligence, distinguishing synthetically generated images from
real ones has become increasingly challenging for human perception. This difficulty facilitates the
widespread dissemination of manipulation, security threats, ethical violations, and related adverse
consequences. Consequently, the development of automated systems capable of detecting Al-generated
fake content has become necessary to ensure information reliability. Deep learning techniques have
demonstrated strong capabilities in automatically identifying synthetic images that are difficult for humans
to recognize. In particular, deep learning-based methods are highly effective at capturing subtle artifacts
and inconsistencies present in artificial images.

134



https://as-proceeding.com/index.php/ijanser
mailto:fatihbayram@aku.edu.tr

International Journal of Advanced Natural Sciences and Engineering Researches

Publicly available datasets play a crucial role in enabling fair comparisons and performance evaluation
of such methods [1]-[8]. The CIFAKE dataset has emerged as a prominent benchmark for real-versus-fake
image classification [9]. CIFAKE is a balanced dataset composed of real images derived from CIFAR-10
and synthetic images generated using modern generative models [9], [10]. Such large-scale, open-access
datasets facilitate systematic evaluations of different network architectures under identical experimental
conditions.

Loss functions also play a critical role in determining the performance of deep learning models. However,
relying solely on Accuracy for performance evaluation can lead to misleading conclusions [11], [12].
Therefore, a comprehensive analysis using multiple evaluation metrics is required. Statistical tests help
determine whether observed performance differences are due to random chance or represent genuine
improvements. Paired statistical methods such as the McNemar test are widely used to compare models
trained and evaluated on the same dataset [13], [14].

II. MATERIALS AND METHODS

In this study, the CIFAKE dataset, consisting of a balanced total of 120,000 images (60,000 real and
60,000 synthetic), is utilized. The dataset is constructed using the CIFAR-10 dataset and contains 32x32
pixel images across 10 categories (e.g., airplane, automobile, cat). These characteristics make CIFAKE a
suitable benchmark for comparing different deep learning architectures.

Three EfficientNet architectures with varying depths and capacities—EfficientNet-B0, EfficientNet-B3,
and EfficientNet-B6—are examined to analyze their classification performance [15]. One of the most
influential factors affecting classification performance is the choice of loss function. Accordingly, three
different loss function variants are evaluated under identical architectures: standard cross-entropy (CE),
attention-enhanced cross-entropy (Attn+CE), and an attention-based composite loss function
(Attn+Composite).

All experiments are conducted under identical training conditions. To assess the effect of random
initialization, each model is trained with five different random seeds. Model performance is evaluated using
Accuracy, Precision, Recall, F1-score, and PR-AUC metrics. In addition, prediction reliability is assessed
using the Expected Calibration Error (ECE) [16]. The statistical significance of performance differences is
assessed using paired McNemar tests.

111. RESULTS

This section presents experimental results obtained on the CIFAKE dataset and compares the performance
of different EfficientNet architectures and loss function variants. All results are derived from five different
random seeds and evaluated using multiple performance metrics. Table 1 reports the best classification
performance achieved across all seeds for each architecture and loss function variant.

Table 1. Best performance values across all random seeds

Architecture Variant Best Accuracy | Precision | Recall | Fl-score | PR-AUC
EfficientNet-B0O | CE 97.56 96.71 98.46 97.58 99.74
EfficientNet-BO | Attn+CE 97.34 96.88 97.82 97.35 99.70
EfficientNet-B0O | Attn+Composite 97.29 97.32 97.26 97.29 99.63
EfficientNet-B3 | CE 97.55 97.00 98.00 97.49 99.70
EfficientNet-B3 | Attn+CE 97.58 96.56 98.67 97.61 99.73
EfficientNet-B3 | Attn+Composite 97.50 98.00 97.00 97.49 99.70
EfficientNet-B6 | CE 97.48 98.00 97.00 97.49 99.70
EfficientNet-B6 | Attn+CE 97.53 98.11 96.92 97.51 99.67
EfficientNet-B6 | Attn+Composite 97.58 97.00 98.00 97.49 99.70
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The results indicate that all models achieve high classification Accuracy and F1-scores on the CIFAKE
dataset. Variations in Precision and Recall among models with similar Accuracy values highlight the
limitations of relying on a single metric. The consistently high PR-AUC values (>99%) demonstrate strong
discriminative capability across all experiments. Figure 1 illustrates the multi-seed Accuracy results (mean
+ standard deviation) for different architectures and loss function variants.
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Fig. 1 Accuracy results (mean + std) obtained from multiple random seed initializations

The multi-seed analysis reveals notable differences in both average classification Accuracy and stability
across architectures and loss function variants. The EfficientNet-B3 architecture with the Attn+CE loss
achieves the highest Accuracy with the lowest standard deviation, indicating a favorable balance between
performance and reproducibility. Although the deeper EfficientNet-B6 architecture achieves high
performance for some seeds, it shows higher overall variance. These findings suggest that the impact of
loss function design is architecture-dependent. While the CE loss yields more stable results for
EfficientNet-B0, Attn+CE provides the best performance for EfficientNet-B3. In contrast, the
Attn+Composite variant does not consistently offer additional benefits. These observations highlight the
importance of jointly considering architectural depth and loss function design, as well as the critical role of
multi-seed evaluation in assessing model reliability.

In addition to classification performance, model reliability is evaluated using the ECE metric. Table 2
presents the ECE values obtained for the best-performing seed of each variant.

Table 2. ECE values for different architectures and variants

Architecture Variant ECE (%)
EfficientNet-BO CE 0.42
EfficientNet-BO Attn+CE 0.50
EfficientNet-B0 Attn+Composite 0.65
EfficientNet-B3 CE 0.38
EfficientNet-B3 Attn+CE 0.52
EfficientNet-B3 Attn+Composite 0.73
EfficientNet-B6 CE 0.45
EfficientNet-B6 Attn+CE 0.55
EfficientNet-B6 Attn+Composite 0.78
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The results demonstrate that high classification Accuracy does not necessarily correspond to low
calibration error. In particular, the Attn+Composite variant produces higher ECE values for specific
architectures, underscoring the importance of calibration analysis alongside performance metrics.

To assess the statistical significance of performance differences, McNemar tests are conducted. Table 3
reports the chi-square (%?) values obtained from pairwise comparisons.

Table 3. McNemar test results for different architectures and loss function variants

Architecture Comparison 1
EfficientNet-BO | CE vs. Attn+CE 10.33
EfficientNet-BO | CE vs. Attn+Composite 43.94
EfficientNet-BO | Attn+CE vs. Attn+Composite | 14.13
EfficientNet-B3 | CE vs. Attn+CE 2.71
EfficientNet-B3 | CE vs. Attn+Composite 2.78
EfficientNet-B3 | Attn+CE vs. Attn+Composite | 11.48
EfficientNet-B6 | CE vs. Attn+CE 2.58
EfficientNet-B6 | CE vs. Attn+Composite 5.03
EfficientNet-B6 | Attn+CE vs. Attn+Composite | 11.19

The McNemar test results indicate statistically significant differences between specific architecture—
variant pairs, particularly between Attn+CE and Attn+Composite for EfficientNet-B0 and EfficientNet-B6.
Following standard practice, > values exceeding 3.84 indicate statistical significance at the 0.05
significance level. These findings statistically validate the influence of loss function and model selection
on classification performance.

1v.DISCUSSION

The findings of this study demonstrate that deep learning-based methods exhibit strong discriminative
capability in fake image detection and that loss function design plays a critical role in performance.
Experiments conducted with multiple random seeds reveal that increased architectural depth does not
necessarily guarantee improved performance. Notably, EfficientNet-B3 achieves higher average Accuracy
and lower variance compared to deeper architectures, providing a more balanced trade-off between
performance and stability. This suggests that overly deep models may not always be advantageous,
particularly for low-resolution datasets such as CIFAKE.

Analysis of loss function variants indicates that the attention-enhanced Attn+CE loss yields meaningful
performance improvements for specific architectures. In contrast, the more complex Attn+Composite
variant fails to demonstrate consistent superiority, suggesting that increased complexity alone does not
ensure better performance. Furthermore, ECE analysis reveals that some models with high classification
Accuracy may exhibit inferior calibration reliability. The McNemar test results confirm that the observed
improvements are not due to random chance, supporting the experimental and statistical robustness of the
proposed evaluation.

v. CONCLUSION

In this study, real-versus-synthetic image classification is investigated on the CIFAKE dataset using
different EfficientNet architectures and loss function variants. Experiments conducted with multiple
random seed initializations enable a comprehensive comparison not only in terms of peak performance but
also in terms of model stability and reproducibility. The results indicate that mid-depth architectures offer
a more balanced trade-off between performance and stability, whereas attention-based loss-function
variants exhibit architecture-dependent effects. Calibration analysis highlights that high Accuracy does not
necessarily imply reliable predictions, emphasizing the importance of considering reliability in fake image
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detection. Statistical analyses further confirm the significance of performance differences across variants.
Overall, this study presents a holistic evaluation that jointly considers architecture, loss function,
performance, and calibration, providing valuable insights for future research on fake image detection.
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