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Abstract – The increasing integration of digital technologies into educational environments requires 

teachers to possess not only pedagogical and technological competencies but also cybersecurity knowledge 

and skills. In particular, the integration of artificial intelligence (AI)-supported tools into teaching and 

learning processes has introduced new digital risks such as data security breaches, privacy concerns, 

phishing attacks, misinformation, and algorithmic manipulation. In this context, pre-service teachers’ 

cybersecurity awareness and their ability to manage digital risks have become an important component of 

teacher education programs. Teachers’ ability to use technology safely and ethically in both classroom and 

online learning environments is crucial for ensuring students’ digital safety. 

The aim of this study is to examine the existing literature on pre-service teachers’ cybersecurity 

competencies and their preparedness for digital risks in the age of artificial intelligence. Accordingly, the 

study is designed as a descriptive literature review. Within the scope of the study, national academic 

research focusing on pre-service teachers’ cybersecurity awareness, digital safety skills, and the secure use 

of AI-supported technologies was systematically reviewed. The literature review includes academic articles 

in the fields of educational technology, teacher education, and digital security in Turkey. 

The reviewed studies were analyzed within several thematic dimensions, including pre-service teachers’ 

cybersecurity knowledge, digital security awareness, safe internet use, data protection skills, and the secure 

use of AI-based tools. 

The findings of this study are expected to contribute to the understanding of the current state of research on 

pre-service teachers’ preparedness for digital risks and to highlight the need to strengthen cybersecurity and 

AI-related digital risk education within teacher education programs. Furthermore, the study aims to identify 

research gaps in the literature and provide directions for future studies concerning digital citizenship and 

safe technology use among pre-service teachers. 

 
Keywords – Cyber security, cyber threats, artificial intelligence, pre-service teachers, digital risks, platforms 

 

I. INTRODUCTION 

The rapid digital transformation of education has fundamentally changed the ways teaching and learning 

are designed, delivered, and experienced. Digital platforms, cloud-based services, mobile applications, and 
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artificial intelligence (AI)-supported tools are now widely used in educational settings to enhance 

accessibility, personalization, communication, and instructional efficiency. These developments have 

expanded the technological responsibilities of teachers, who are expected not only to integrate digital tools 

effectively into their pedagogical practices but also to ensure that such technologies are used safely, 

ethically, and responsibly. As a result, teacher competence in the digital age can no longer be limited to 

pedagogical knowledge and technological proficiency alone; it must also include awareness of 

cybersecurity and digital risk management. 

The growing use of AI in education has further intensified this need. AI-supported systems such as 

adaptive learning platforms, automated feedback tools, chatbots, content generators, and data-driven 

decision-making applications offer important educational opportunities, yet they also introduce new forms 

of vulnerability. Issues such as data privacy violations, unauthorized data collection, phishing attempts, 

misinformation, deepfake content, algorithmic bias, and manipulation of digital information have become 

increasingly relevant in educational contexts. These risks affect not only institutions and teachers but also 

students, whose digital safety depends largely on the capacity of educators to recognize, prevent, and 

respond to such threats. In this respect, cybersecurity has emerged as a significant dimension of educational 

practice, closely linked to digital citizenship, ethical technology use, and student protection. 

Within this context, pre-service teachers occupy a particularly important position. As future educators, 

they are expected to develop the knowledge, attitudes, and skills necessary to create safe digital learning 

environments and to model responsible technology use for their students. However, being frequent users of 

digital technologies does not automatically mean that pre-service teachers are adequately prepared to 

address cybersecurity threats or AI-related digital risks. Their readiness depends on the extent to which 

teacher education programs include issues such as safe internet use, password security, data protection, 

privacy awareness, critical evaluation of digital content, and the secure use of AI-based educational tools. 

Therefore, examining the current literature on pre-service teachers’ cybersecurity competencies is essential 

for understanding how teacher education responds to the challenges of contemporary digital environments. 

The current educational paradigm reflects a transformation in which digital technologies are no longer 

merely integrated into classrooms but have become an integral part of teaching and learning processes. One 

of the most recent and influential drivers of this transformation is the emergence of Generative Artificial 

Intelligence (GenAI) tools. While these technologies offer significant opportunities, such as personalized 

learning experiences for students and increased administrative efficiency for educational institutions, they 

also introduce unprecedented digital risks.In this context, the competencies expected from educators have 

expanded beyond traditional pedagogical and technological knowledge to include cybersecurity-related 

skills such as data protection, privacy management, and the ability to respond to algorithmic manipulation. 

Therefore, the preparedness of pre-service teachers for these emerging challenges constitutes a critical 

factor in building secure and sustainable digital learning environments. 

A review of the literature indicates that although there is a strong focus on teachers’ digital literacy 

competencies, issues related to cybersecurity and AI-driven risk management have not yet been 

systematically integrated into teacher education programs (Karaoğlan-Yılmaz et al., 2014; Avcı & Oruç, 

2020; Atıcı & Akgün, 2021; Kurtoğlu-Erden, 2022). As highlighted by Richardson et al. (2020), 

cybersecurity should not be viewed solely as a technical issue; rather, in educational settings, the primary 

vulnerabilities often stem from human behavior, lack of awareness, and insufficient security culture. 

Schools are particularly vulnerable due to the large volume of sensitive personal and institutional data they 

handle. However, a significant proportion of security breaches result from unintentional actions by teachers, 

staff, and students. 

Furthermore, threats such as phishing and social engineering demonstrate that even advanced technical 

systems can be bypassed through human weaknesses. This highlights the need to conceptualize 

cybersecurity not only as a technical concern but also as an institutional and pedagogical issue closely 

related to school culture, leadership, role clarity, and user training. Similarly, Oroni et al. (2025) emphasize 

that cybersecurity has evolved into a pedagogical variable that directly influences student participation and 

trust in digital environments. In this regard, pre-service teachers’ cybersecurity awareness plays a crucial 
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role not only in protecting their own digital assets but also in ensuring students’ safety and fostering 

responsible digital citizenship. 

The integration of AI-powered tools into educational environments has further complicated the nature of 

cybersecurity by transforming it into a broader digital risk management issue. The increasing sophistication 

of phishing attacks, the rapid spread of disinformation, and concerns related to data privacy require pre-

service teachers to develop competencies that enable them to anticipate, evaluate, and manage such risks 

effectively. Although the Turkish literature shows a growing body of research on the adoption of digital 

technologies such as cloud computing and mobile learning (Arpacı, 2017; Kök et al., 2015), studies that 

holistically examine cybersecurity competencies within teacher education—particularly in the context of 

artificial intelligence—remain limited. This indicates a significant gap between technological 

advancements and the preparedness of future educators. 

In response to this gap, the present study aims to systematically review the existing national literature on 

pre-service teachers’ cybersecurity awareness, digital safety skills, and preparedness for managing digital 

risks in the age of artificial intelligence. In this way, the study emphasizes the growing importance of 

integrating cybersecurity education into teacher training programs. 

II. MATERIALS AND METHOD 

 

This study was conducted as a descriptive literature review and employed content analysis to examine 

national academic studies on pre-service teachers’ cybersecurity competencies and their preparedness for 

digital risks in the age of artificial intelligence. Content analysis is a method that brings together similar 

data around basic concepts and themes and interprets them in a way that readers can understand clearly 

(Yıldırım & Şimşek, 2021). This method was chosen because it allows for mapping the existing knowledge 

base and identifying research gaps in a relatively new and multifaceted field such as prospective teachers' 

cybersecurity competencies. 

Data Sources and Search Strategy 

The sources searched within the scope of the study include DergiPark Academic, YÖK National Thesis 

Center, and Google Scholar databases. The keyword groups used in the search process were "cybersecurity 

and pre-service teachers", "digital security awareness", "safe internet use and pre-service teachers", 

"information security education", "artificial intelligence and pre-service teachers", "digital risk and teacher 

training", "cybersecurity education", and "digital citizenship", all in Turkish. The search covers national 

academic studies published in Türkiye between 2015 and 2025. 

Inclusion and Exclusion Criteria 

The following criteria were established for research to be included in the study: 

Inclusion criteria: 

- Published in Turkish or using pre-service teachers in Türkiye as a sample 

- Addressing at least one of the following themes: cybersecurity, digital security, information security, 

safe internet use, or safe use of artificial intelligence 

- Research directly focusing on pre-service teachers (undergraduate or graduate level) or teachers 

- Published in peer-reviewed journals or as a graduate thesis 

Exclusion criteria: 

- Studies focusing on sample groups other than pre-service teachers or teachers (only K-12 students, 

university-wide, etc.) 

- Studies published in English and not including a Turkish sample 

- Research that only addresses technology use in a general context and does not address the cybersecurity 

dimension 

Data Analysis 

Studies meeting the inclusion criteria were evaluated using the thematic analysis method. Data were first 

summarized descriptively; then they were discussed comparatively in terms of key findings and 

conclusions. The themes were determined as: (1) cybersecurity knowledge and awareness, (2) self-efficacy 

for safe internet use, (3) digital data security and privacy, (4) safe use of artificial intelligence tools, 5) 
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cybersecurity education in teacher training programs and 6) prominent theoretical perspectives and research 

trends. 

III. FINDINGS 

This section presents findings from the national literature on pre-service teachers' cybersecurity 

competencies under thematic headings. The findings are addressed under six themes: cybersecurity 

awareness and knowledge level, self-efficacy regarding safe internet use, digital data security and privacy, 

safe use of artificial intelligence tools, cybersecurity education in teacher training programs, and research 

trends. 

 

3.1. Cybersecurity Knowledge and Awareness 

 

The studies examined investigated pre-service teachers' cybersecurity knowledge and awareness levels. 

The research found that awareness levels were generally at a moderate level. Semerci (2019) compared the 

personal cybersecurity awareness levels of education faculty students with those of students from other 

faculties; she found that education faculty students had significantly higher awareness scores. However, the 

study also highlighted that participants' knowledge levels regarding the technical aspects of cybersecurity, 

particularly types of attacks and threats, showed partial deficiencies. 

In a relational survey study conducted by Özbek (2019) with 809 pre-service teachers, the results showed 

that the general cybersecurity awareness score of pre-service teachers remained at a moderate level. When 

the sub-dimensions of the applied scale were examined, it was observed that high scores were obtained in 

the "Avoiding the Untrustworthy" and "Taking Precautions" dimensions, while a low score was obtained 

in the "Protecting Personal Privacy" dimension. Based on this, it was revealed that while prospective 

teachers exhibit a relatively strong profile in terms of cautious behavior in social environments, they 

experience significant deficiencies in personal privacy and digital identity protection behaviors. Özbek 

(2019) suggested that this situation is particularly related to the lack of prior education in computer 

engineering or information technology fields. 

Similarly, in a relational survey study conducted by Solmaz (2020) with 1155 pre-service teachers, both 

the "Cyber Information Security Awareness Scale" and the "Digital Citizenship Scale" were used. The 

results of the study show that the average cyber information security awareness of pre-service teachers is 

above average. As a noteworthy result, a moderately significant positive correlation was found between 

cybersecurity awareness and the level of digital citizenship. This relationship indicates that cybersecurity 

awareness should be considered an integral component of digital citizenship competence. 

In their study with 909 prospective teachers, Çakır, Hava, Gülen, and Özüdoğru (2015) revealed that 

participants had a high level of awareness regarding keeping their login password and security question 

answers confidential; however, they exhibited a low level of awareness regarding reading the security 

policies and terms of use on social networking sites. These results highlight a significant gap between pre-

service teachers' basic security habits and their technical and legal security knowledge. 

Kahriman (2022), who bibliographically examined theses conducted in the field of cybersecurity in 

Türkiye, revealed that the number of studies on this subject increased significantly between 2019 and 2022. 

It is observed that digital security research intensified, especially with the acceleration of the transition to 

distance education during the COVID-19 pandemic (Büyüktepe, 2022). 

 

3.2. Self-Efficacy Regarding Safe Internet Use 

 

One of the frequently discussed themes in the literature is the self-efficacy perceptions of pre-service 

teachers regarding safe internet use. Aküzüm, Aktay, and Mizrak (2024), in their research with 475 pre-

service teachers, revealed that participants had a relatively high self-efficacy perception regarding ensuring 

internet safety on social media sites, but fell short of the desired level in protecting their computers from 

malware and viruses. This result aligns with Özbek's (2019) findings on low scores in the personal privacy 



International Journal of Advanced Natural Sciences and Engineering Researches 

 

47 
 

protection dimension; confirming that the competency gap in technical cybersecurity applications manifests 

itself at both awareness and self-efficacy levels. 

The "Self-Efficacy and Perception Scale for Pre-service Teachers Regarding Safe Internet Use," 

developed by Doğanç and Korucu (2020), makes a significant contribution to the development of 

measurement tools in this field. The reliability and validity studies of the scale in question conceptualize 

pre-service teachers' safe internet use as a multidimensional structure. Çakır et al. (2015), focusing 

particularly on security awareness on social networking sites, determined that pre-service teachers were 

unaware of a large portion of the security risks specific to these platforms. Solmaz's (2020) research also 

found a positive correlation between cybersecurity awareness and digital citizenship, supporting the idea 

that safe internet use behavior is intertwined with a broader framework of digital competence. 

 

3.3. Digital Data Security and Privacy Dimension 

 

Research examining the relationship between pre-service teachers' online privacy awareness and their 

perception of cybersecurity consistently reveals a positive and significant relationship between these two 

variables (Gökmen &Akgün, 2015). Gökmen and Akgün (2015) examined the information security 

knowledge of pre-service computer and instructional technology teachers in detail; they found that these 

candidates were more competent in technical information security issues compared to pre-service teachers 

in other branches. However, researchers have also emphasized that this advantage based on domain 

expertise does not automatically translate into personal data protection practices. This finding highlights 

that the relationship between cybersecurity knowledge and safe behaviors is nonlinear and context-specific. 

As seen in the findings of Çakır et al. (2015), pre-service teachers are unable to adequately adopt basic 

digital privacy behaviors such as reading privacy policies and reviewing security conditions on social 

networks. Similarly, Özbek (2019) found that the dimension of protecting personal privacy was the lowest-

scoring sub-dimension; indeed, pre-service teachers participating in the study received an average score on 

the item of communicating with strangers via webcam. Solmaz (2020), on the other hand, determined that 

the sub-dimensions of digital ethics, digital law, and digital security showed significant relationships with 

cyber information security awareness, conceptually demonstrating that data privacy is not only a technical 

issue but also an area of ethical and legal responsibility. When these data are evaluated together, it is 

understood that pre-service teachers need systematic training on personal data security and online privacy. 

 

3.4. Safe Use of Artificial Intelligence Tools: Emerging Themes 

 

Among the studies examined, it is observed that national research directly addressing the safe use of AI-

assisted tools is quite limited. However, some studies examining general awareness and attitudes towards 

AI technologies offer indirect findings in this regard. Çam et al. (2021) examined the awareness of pre-

service teachers regarding AI technologies; they revealed that while the candidates were familiar with these 

technologies, they did not have sufficient knowledge about the ethical and security dimensions. In a study 

that investigated the views of pre-service primary school teachers on artificial intelligence using a 

qualitative method (Topçubaşı, 2025), it was revealed that the candidates were willing to integrate AI into 

the education process; however, they had serious concerns about issues such as content reliability and data 

privacy. Güler, Uğur, and Güler (2025), examining the use of generative artificial intelligence in education, 

stated in their research with faculty members that creating comprehensive guidelines to ensure ethical and 

safe use of artificial intelligence is the most critical requirement in the teacher training process. These results 

indicate that in the age of artificial intelligence, pre-service teachers should be equipped not only with 

technical cybersecurity knowledge but also with knowledge of algorithmic transparency, data security, and 

ethical use of artificial intelligence. 
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3.5. Cybersecurity Education in Teacher Training Programs 

 

The integration of cybersecurity education into teacher training programs is repeatedly emphasized as a 

critical requirement in the studies examined. Ulutaş (2022), implemented synchronous and asynchronous 

online cybersecurity training for 8 weeks. The findings of the research show that the training significantly 

increased the cybersecurity achievement, awareness, and behavior scores of students in both groups. In 

addition, students reported experiencing concrete behavioral changes in areas such as password security, 

web security, social media security, and protection against malware. This research makes a strong 

contribution to the literature by demonstrating that targeted cybersecurity training can significantly improve 

the competence of prospective teachers at the knowledge, awareness, and behavioral levels. 

The results of Ulutaş's (2022) research form a consistent whole with studies in the literature. Özbek's 

(2019) research emphasized that the cybersecurity behaviors of pre-service teachers in departments 

unrelated to computers were not at the desired level; it was suggested that cybersecurity training should be 

given at every grade level starting from the 1st year. Solmaz's (2020) finding that grade level did not have 

a significant effect on awareness also supports this suggestion and reinforces that cybersecurity acquisition 

can only occur through planned training, not spontaneously. 

 

Altınöz et al. (2019) examined the pilot application of the "Cybersecurity and Conscious Social Media 

Use" course; Gökmen and Akgün (2015) examined the perceptions of pre-service IT teachers regarding 

their competence in teaching information security and revealed that the candidates did not feel adequately 

equipped in this area. Based on this, the need for the systematic and integrated inclusion of cybersecurity 

in teacher training programs in Türkiye can be brought to the forefront once again. 

 

3.6. Prominent Theoretical Perspectives and Research Trends 

 

When the studies examined are evaluated from a methodological perspective, it is seen that quantitative 

research, and especially the survey model, is significantly dominant. Likert-type scales were widely used 

in the data collection process; however, the number of qualitative or mixed-methods studies remained quite 

limited. Ulutaş (2022) added significant methodological diversity to this picture with her mixed design and 

pre-test-post-test-retention test arrangement. In terms of theoretical framework, digital citizenship, self-

efficacy, and the Technology Acceptance Model (TAM) stand out as the most frequently used perspectives. 

On the other hand, it is observed that research focusing on cybersecurity frameworks specific to the age of 

artificial intelligence has not yet found sufficient space in the national literature. 

Looking at research trends, it is noteworthy that, in line with Kahriman's (2022) finding, cybersecurity 

studies increased significantly in both number and scope between 2019 and 2022. With the rapid transition 

to distance education during the pandemic, digital security research intensified (Büyüktepe, 2022), and 

recent research is increasingly focusing on more specific types of digital risks. The most frequently 

examined variables in these studies are gender, department, class level, and frequency of internet use. 

However, the curriculum structure of teacher training programs, the content of cybersecurity courses, and 

current digital threats encompassing artificial intelligence literacy are areas that have not yet been 

sufficiently researched. This methodological pattern clearly reveals gaps in the literature: increasing 

qualitative and mixed-methods research, conducting evaluation studies at the educational program level, 

and carrying out current research covering AI-assisted cyber threats stand out as priority needs. 

IV. DISCUSSION 

Within the scope of the study, academic articles published in Turkey in the fields of educational 

technology, teacher education, and digital security were reviewed systematically. The studies included in 

the review were selected based on their relevance to pre-service teachers’ cybersecurity awareness, digital 

safety skills, safe internet use, data protection competencies, and the secure use of AI-supported 

technologies. Subsequently, the studies were examined thematically in terms of cybersecurity knowledge, 

digital security awareness, safe internet practices, data privacy and protection, and preparedness for AI-
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related digital risks. In addition, the literature was analyzed to identify prominent theoretical perspectives, 

current research trends, and the extent to which cybersecurity issues are addressed in teacher education 

programs.  

The rapid integration of digital technologies into educational environments is fundamentally 

transforming the competencies required of teachers. Contemporary teacher competencies have begun to 

encompass not only pedagogical and technological skills but also cybersecurity knowledge and digital risk 

management abilities (Gökmen & Akgün, 2015; Semerci, 2019). This transformation has gained new 

momentum, particularly with the inclusion of artificial intelligence (AI)-supported tools in teaching and 

learning processes. 

The use of AI technologies in education provides significant opportunities, such as offering personalized 

learning experiences to students, reducing teacher workload, and enhancing the efficiency of educational 

processes (Çam et al., 2021; Toprakçı & Korkmaz, 2022). However, the proliferation of these technologies 

also brings to the fore new digital risks, including data security breaches, privacy concerns, phishing 

attacks, disinformation, and algorithmic manipulation (Altınöz et al., 2018; Doğanç & Korucu, 2020). In 

this context, it is becoming a vital component of teacher training programs for pre-service teachers to 

possess cybersecurity awareness and the competence to manage digital risks. 

The findings of this literature review clearly demonstrate that teacher training programs in Türkiye 

contain significant gaps regarding cybersecurity and digital risk education. Although national research 

consistently indicates that the awareness levels of pre-service teachers remain at a moderate level, this 

finding raises questions about the extent to which it has led to a structural transformation in the teacher 

training curriculum. 

It is evaluated that these gaps pose a risk of deepening further in today's world, where AI-supported tools 

are rapidly integrating into educational settings. Next-generation digital threats—such as AI-powered 

deepfake content, automated phishing attacks, algorithmic manipulation, and data privacy violations—

require a digital competence from teachers that goes far beyond traditional security awareness. In this 

regard, there is an urgent need to reshape both the national research agenda and the structure of teacher 

training programs to encompass this transformation. 

For the purpose of ensuring the digital safety of students, it is of great importance that teachers can use 

technology in a secure and ethical manner. A review of the literature highlights numerous studies indicating 

that pre-service teachers' cybersecurity awareness is not at an adequate level (Özbek, 2019; Solmaz, 2020; 

Ulutaş, 2022). On the other hand, research examining the attitudes and awareness of pre-service teachers 

toward AI tools is increasing; these studies reveal that while candidates are willing to use technology, they 

are not sufficiently equipped regarding the associated security and ethical dimensions (Çam et al., 2021; 

İçöz & İçöz, 2024). 

It is observed that the vast majority of research conducted in this field in Türkiye addresses pre-service 

teachers' cybersecurity awareness, safe internet use, and digital citizenship dimensions (Aküzüm, Aktay, & 

Mizrak, 2024; Semerci, 2019; Çakır et al., 2015). However, it is noteworthy that research focusing on the 

secure use of AI-supported technologies and the digital risks they bring remains limited. This situation 

points to a significant research gap concerning how cybersecurity education is positioned within the teacher 

training process and the extent to which preparation for new threats brought by the AI era is addressed. The 

data collection and processing methods of AI-supported tools have transformed the traditional 

understanding of cybersecurity into a more complex structure focused on digital risk management. The 

sophistication of phishing attacks, the speed of the spread of disinformation, and data privacy violations 

necessitate that pre-service teachers possess the equipment to foresee and manage these risks. When the 

literature in the Turkish context is examined, it is seen that while studies on the adoption of cloud computing 

and mobile technologies are increasing (Arpacı, 2017; Kök et al., 2015), studies in which cybersecurity 

competencies in the AI era are analyzed holistically from a teacher education perspective remain limited. 
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V. CONCLUSION 

This study presents a limited assessment of the national literature regarding the cybersecurity 

competencies and digital risk preparedness of pre-service teachers in Türkiye. In line with the results 

obtained, the following recommendations have been developed: 

For Researchers: It is recommended to increase experimental and mixed-method research focusing on 

the secure use of AI-supported tools. Additionally, studies that systematically evaluate the curriculum 

structure in teacher training programs could provide significant contributions to the field. 

For Practitioners: It is suggested that mandatory or elective courses integrating cybersecurity and digital 

risk management into the curriculum be introduced in faculties of education. It is of great importance that 

these courses are updated to include the secure and ethical use of AI tools. 

For Policy Makers: It is recommended that cybersecurity competencies be explicitly added to the national 

teacher competencies framework and that these competencies be linked with teacher licensing and 

accreditation processes. 

Furthermore, as stated by Richardson et al. (2020), it is evident that the solution cannot be limited to 

technical tools alone. For cybersecurity awareness, it is recommended that school leaders and IT managers 

engage in proactive risk planning, clearly define data security policies, clarify the responsibilities of all 

stakeholders, maintain trust, and particularly provide continuous security awareness training. 

Policies that are not explicitly stated, clear, or understandable weaken compliance; conversely, clear 

rules, regular training, and long-term awareness programs foster a stronger security culture. Therefore, for 

cybersecurity in education to be successfully achieved, technological measures must be merged with 

pedagogical processes. Unless teachers, students, and staff understand what they are doing and why, 

security measures will remain merely on paper; however, when school management makes secure behavior 

a part of the culture, cyber resilience is truly strengthened. 
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