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Abstract – Broken and static authentication mechanisms remain a leading cause of web-application 

breaches, as attackers exploit predictable recovery questions, credential stuffing, and session hijacking. 

Most deployed Multi-Factor Authentication (MFA) systems apply the same fixed burden to every user 

regardless of context, weakening protection against evolving threats while creating unnecessary friction 

for legitimate users. This paper proposes an Adaptive Multi-Factor Authentication (AMFA) framework 

combining contextual risk scoring with user-defined, high-entropy fallback questions to strengthen 

account security while preserving usability. The study followed Design Science Research, drawing 

requirements from OWASP ASVS, the NIST Cybersecurity Framework 2.0, and FAIR risk principles. 

The architecture comprises four cooperating services, a Context Collector, a Risk Engine, an 

Authentication Factor Manager, and a User-Defined Question Store, which evaluate device trust, 

geolocation, behavior, time-of-day, and network reputation to dynamically select authentication factors 

per session. Because no production deployment yet exists, the framework was validated through 

structured expert review and prospective-user assessment rather than live traffic. Twenty security 

professionals evaluated the design against OWASP ASVS v4.0.3 controls and reported 94 percent 

compliance, with a median defensive-strength rating of 4.6 out of 5. A separate cohort of prospective 

users assessed interface mockups using the System Usability Scale, yielding a score of 88 out of 100. A 

scenario-based FAIR analysis suggests the approach could reduce account-recovery-related breaches by 

roughly 60 percent relative to static MFA. These findings indicate that adaptive, context-aware 

authentication can meaningfully improve security posture without excessive usability costs, motivating 

future work on prototype deployment and real-world validation. 

Keywords – Adaptive authentication; MFA; cybersecurity; risk-based authentication; identity management 

I. INTRODUCTION 

Authentication failures remain a leading cause of web application breaches. Traditional MFA is effective 

but static. This study proposes a context-aware AMFA model that adapts factor requirements according to 

user risk. 

II. LITERATURE REVIEW 

Recent studies emphasize adaptive and risk-based authentication. Contextual factors including 

geolocation, device trust, network reputation, and behavioral biometrics improve assurance while 

reducing user friction. Existing solutions often rely on predictable recovery questions. 

https://as-proceeding.com/index.php/ijanser
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Adaptive Authentication  

Extending the idea of risk-based authentication, adaptive authentication monitors the user’s context for 

anomalies that are a security risk. [12] demonstrated this by using a random-forest-based anomaly 

detection that only triggered MFA when users’ keystroke dynamics changed dramatically, resulting in a 

30% reduction of requests for authentication in their study of 500 users. However, model drift and data 

protection still need to be addressed. 

Adaptive authentication rather than classic MFA has lower usability friction and increased assurance for 

anomalies, such as unrecognized devices or locations  

[11]. With behavioral biometrics and machine learning, today’s systems can protect the user and permit 

natural behavior [3]. 

Contextual Authentication 

The context in which the user is operating their device and network is taken into consideration in making 

authentication decisions [15]. By incorporating context-sensitive authentication policies based on known 

use-contexts and risk levels associated with that use-context, the authentication process can be made more 

flexible and granular [4]. 

Accessing sensitive data over public wi-fi, for instance, can be made such that something additional has 

to be provided during authentication, whereas accessing the same sensitive data over the company’s 

internal network might not require anything additional at all [32][4] 5].  Certain known high-risk 

applications like financial applications require a higher level of authentication than known lower risk 

applications like webmail [22]. A context-aware decision engine, depicted in Figure 2, utilizes 

information such as the user’s geolocation, time of access, type of network over which the connection has 

been established and real-time usage behavior patterns to dynamically decide which step-up 

authentication measures should be put in place. 

Risk Based Authentication  

Risk-Based Authentication (RBA) employs adaptive security policy conditions to assess risk in real time 

using an application’s knowledge of the customer’s behavior, device signatures, and network context [4]. 

RBA looks at the user’s location, time-of-day operation, and device trustworthiness and applies different 

degrees of authentication pressure for riskier scenarios and relaxes rules for known low-risk 

behaviors [15-17]. RBA’s operation reflects the security–usability trade-off by retaining strict security for 

high-risk actions using MFA and minimizing friction for known daily spending patterns [23]. While 

existing applications use machine-learning algorithms to improve scoring, making RBA more robust to 

avoid false positives is ongoing research [12]. The RBA process in Figure 3 calculates risk and develops 

a risk score. 

III. METHODOLOGY 

The study employed Design Science Research. Requirements were derived from OWASP, NIST CSF 2.0 

and FAIR. The framework consists of four services: Context Collector, Risk Engine, Authentication 

Factor Manager, and User-Defined Question Store. Risk scores are generated from device, location, 

behavior, time and network signals. 
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Risk-Based Authentication (RBA) employs adaptive security polices, conditioning authentication 

requirements on a real-time assessment of user behaviour, device characteristics and network context [4]. 

RBA assesses a user’s physical location, time-of-day usage and device trust level, applying graduated 

requirements that scrutinize higher risk scenarios while relaxing known low risk scenarios [15-17]. Its use 

follows the security–usability trade-off principle, mandating a high-security level via MFA for sensitive 

requests while reducing friction for routine requests [23]. The current state of the art combines machine-

learning algorithms that tune risk scores, but Modern adaptive authentication solutions progress from 

monolithic “one size fits all” identity servers to extensible, loosely–coupled micro-service architectures, 

improving their adaptability to new threats and evolving usability requirements [3-5]. In like manner, the 

proposed solution decomposes the adaptive MFA task into four cooperating services (Figure 4). Each 

service performs its function, exposes a REST/JSON API, and publishes well-structured events to a 

telemetry bus so that its authentication decisions can be audited. 

The Adaptive MFA Services consist of the following four services: 

1. User Authentication Interface – receives user login requests 

2. Context Information Collector – gathers context information signals like known device, IP 

address, geolocation and time-of-day usage patterns 

3. Risk Engine – applies rules and usage patterns to compute risk scores 

4. Authentication Decision Service – returns the level of authentication to apply for the given risk 

score 

Enhancing this task to minimize false positives without compromising security is a challenge [12]. The 

RBA process ( Figure 3) determines the levels of risk and computes a risk score. 

IV. PROPOSED FRAMEWORK 

Low-risk sessions require passkeys or biometrics. Medium risk adds OTP. High-risk sessions require 

OTP plus high-entropy user-defined questions. The architecture supports modular deployment and 

auditability. 

 

Figure 1: The proposed Adaptive MFA framework consists of four main components 
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V. RESULTS 

Security experts rated the framework highly across attack resistance, logging, compliance and integration, 

producing mean scores above 4.4/5. Usability assessment produced a SUS score of 88, indicating 

excellent usability. 

VI. DISCUSSION 

Results suggest adaptive factor escalation provides stronger protection than static MFA. User-defined 

questions reduce weaknesses associated with predictable recovery mechanisms while preserving user 

control. Operational targets were considered feasible by practitioners. 

VII. CONCLUSION AND FUTURE WORK 

The framework demonstrates potential to reduce credential-based attacks while maintaining usability. 

Future work should implement a working prototype, evaluate real-world deployments, and integrate AI-

driven risk scoring and passwordless technologies. 
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